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1. EXECUTIVE SUMMARY.

The objective of this deliverable is to describghbthe integration of the final prototype for the
Synchronous Pilot of the SecurE-Justice systemthadiemonstration phase. The demonstration
activities of Synchronous Pilot will be carry ontltaly.
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2. INTRODUCTION.

2.1 PURPOSE

The SecurE-Justice project aims at introducingdwa@aced information management system in the
field of justice to manage three main phases aniticular:

1. The investigation phasehich follows the breach of a criminal law up Wiratisuspect (or
suspects) is being prosecuted. The main featutbisfphase is that it is investigative. It
involves actions and activities relating to theastigation of the commission of the crime,
the collection of evidence (including withnesses aestimonies) and the questioning of
suspect(s);

2. The criminal action phags the continuation of the previous phase afteridkentification of
the accused person, who will be notified of theestigation on his behalf so he can start
preparing his defence. This phase ends with aidecrghether to prosecute or not, normally
taken by the prosecutor;

3. The debate phasmncerns procedures and processes of hearing imigh phase (i.e. court
room). It involves activities such as the hearirfgwatnesses, and the examination of
evidence. The phase ultimately ends with a decia®mo the guilt of the suspect(s) and a
decision on conviction (sentence).

The SecurE-Justice system provides a common phatformanage all these phases using a unique
collaboration framework and an innovative technalal solution to integrate and define a
workflow model to facilitate the continuous collabbon of the investigation authorities and the
judging magistrate within a secure and private waykenvironment ensured by security devices
embedded within SecurE-Justice platform.

The purpose of this deliverable is to present dafinical integration of the final prototype for the
Synchronous Pilot of the SecurE-Justice systemhademonstration.

2.2 DELIVERABLE OVERVIEW

This deliverable is structured as follows:

o0 Section 3;provides an overall picture of the SecurE-Judiita prototype and the different
modules that compose the system;

Section 4presents a description of the prototype moduléstlagir functionality;

Section 5describes the relationships among the SecurEeéusibdules.

Section 6describes the demonstration activities that vélidone during the pilot;

Section 7presents the location where SecurE-Justice witldsaonstrated and who will use
the SecurE-Justice system.

© O O0Oo
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3. PROTOTYPE OVERVIEW.

3.1 INNOVATION CONCEPTS

The SecurE-Justice system extends the collaboréteonework used to provide innovative and
technological solutions for the judicial systemsparticular for the investigation and debate phase
of a typical trial, it defines a common framewomrdavorkflow model to enable and facilitate the
continuous collaboration of the investigation auites and the judging magistrate. The system
extends the collaboration platform adding conterat eollaborative-specific set of applications and
interactive services, embedded in a framework twitrols the data flow between the user
(different user-access levels to be supported}aadifferent application-specific modules.

The SecurE-Justice system constitutes a suite olutes that implement the logic for workflow,
electronic record management, virtual teams managemsupporting profiing and secure
navigation of users, simulating Internet/Intranek Bperations and interactions (internal and
external respectively) through ‘standard’ and irgeht interfaces, groupware processing facilities
for implementing elaborate collaborative judiciatwal team scenarios utilizing a dedicate security
infrastructure to guarantee the authenticationnédrmation and non repudiation of evidence. All
the system is designed around the effective satiefaof the user necessities, so it is a strongly
user driven design.

The below Table 1 and Table 2 show the actual ghaka process and how they are reengineered
with the SecurE-Justice system for the investigatimd debate phases; concretely the Securk-
Justice common framework solves all actual limitd aeaknesses linked to a manual paper-based
management process by providing a secure commioricand collaboration framework thus
enabling an automated electronic process.

Investigation Phase

Actual Process | SecurE-Justice enabled re-engineered process
O Receipt of the investigation documentation O Receipt or acquisition of the investigation docutrian
O Acquisition of the investigation digital format
documentation O Archive the information in the central database
O Registration of the reached material
O Verification and first cataloguing O Acquisition in digital format
O Storage
O Cataloguing
O Indexing
O Analysis O Analysis, publication and sharing of the resultshef
analysis
O Production of the legal proceedings O Production of the legal proceedings

Table 1: Investigation phase reengineering.
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Debate Phase

Actual Process SecurE-Justice enabled re-engineered process
O Receipt of the paper documentation of th€ Hearing initiation (Workflow process)
trial O Acquisition of the investigation documents in dagit
Hearing manual scheduling format from the previous phase

G O

Archive the information in the central database

Online Hearing Scheduling

Online Notification

O Witness testimony, expert examination an Remote witness testimony, expert examination and
indicted deposition inside the courtroom indicted deposition

Remote document exchange and evidence presentation

Storage and indexing

Final judgment

Trial closure (Workflow process)

Document archiving

Production of the legal proceedings

Registration of the reached material

SlledeoNe:

O Final judgment and trial closure

GO O OO O

O Production of the legal proceedings

Table 2: Debate phase reengineering.

According to the two phases of the judicial actiorentioned above, the main requirements
concerning security constraints and functionaljtisst the SecurE-Justice environment includes,
are described in the following Table 3.

Investigation Phase Trial and Debate phase
Secure Police to Police document and message | Secure Pre-Trial document and evidence collection
exchange asynchronous (evidence collection)

Secure record keeping and consulting Case initisgimd management based on
investigation documents
Remote Scheduling of upcoming events Managemergrobte deposition using

audio/video and documents exchange
(synchronously) : experts examination,
interpreters translation, witness needing protectjo
dangerous criminals, and victims and handicapped
people with difficulty of movements
User profiling and role management User profilimgl @ole management
virtual teams management Data archiving (audiofvimet)

Table 3: Security constraints.

The following figures (Figure 1 and Figure 2) toylietter show the overall schema of pilot.
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Figure 1: Trial phase supporting system overallesoia.
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Figure 2: Synchronous part overall schema.
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3.2 ARCHITECTURE

The SecurE-Justice case process system enablegsea gommunity (comprising actors and
stakeholders that belong to different judicial @wlenforcement authorities geographically spread),
to maintain a secure, private working environmeantte Internet where they can collaborate, share
information and knowledge, manage electronic regodibcuments, participate in discussion and
utilize secure live audio-visual streaming contantd Workflow features. The functionality to be
provided are used to automate specific phaseseoptbcess of a case from the moment of its
initiation, from the Investigation till the Hearing the Court of trial, while integrating at thensa
time existing information systems and tools witle thew functionality. The general software
architecture of the SecurE-Justice system is pteden the following Figure 3.

Activities Actors

System

and 3 System
" SecurE-Justice platform Itearator
integration
System
. . Integrator
LEh Collaboration Mobile and
Building blocks Security toals Audio | Video Wireless &
development Industrial
partners
Data exchange
— Biometry | Collaboration — aver IPin Research
Research i
T identification tools asynchronous insti
ShEbUtoR W:]ma institutes
— Data exchange
| c°"1$'|"_'l‘|"::"°" Digital rights over IP in
e:'n:ryp‘llun | management | syn::gzous
—— Access and
authorisation
Mon repudiation
and data
—t integrity

Figure 3: System architecture.
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The SecurE-Justice System is basically divided tintee main subsystems:

a non real time subsystem;
a real time subsystem;
a security back-end.

The real time subsystem consists of the videocenf@ng application, the front-end being the
video station, through which the user accessewittenconferencing application provided by the
MCU.

The non real time subsystem is the collaboratioh tehich is a standard web application, having a
standard web browser as possible client. This sibsy has two logical components: the

application server itself that acts as a front-emtl the database server used to store the
information. Furthermore, the application servetsaas glue for other services, such as user
authentication services by interacting with ther#seount database.

The security backend includes all the servers #éinatused to store and provide security-related
information, like digital certificates, timestam@s)d authentication data.

While in the physical architecture of the SecurBtide prototype (Figure 4), many of the server
side components are included in a single machimetdihardware and budget constraints, in this
logical view of the system we will keep them sepeda The underlying transport network is

assumed to be an IP based.

Information

database Biometry server

-—mZaoam-—-Z-—

TSA
Collaboration server
Web client Non real time
CA
subsystem
. . Multiconferencing
D BT Unit (MCU) User accounts
database
Real time
\ subsystem ) Securlty
backend
Network
Transport
Client side g + Server side
components : components

Figure 4: System architecture: some detail.
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3.3 FUNCTIONALITIES: THE MODULES

Non real time security modules: overall subsystescdption.

This section describes the Collaboration Platformousity aspects for the asynchronous tasks
service components and the main platform secuttyctionality and the possible solutions to
address SecurE-Justice security concerns.

The main objectives that have been consideredett&la secure environment are the following:

Authentication: guarantees that the service is only accessildm fusers with a verified
identity.

Authorization : guarantees that the authenticated person hasgtiteto access the services or
data.

Confidentiality : guarantees that the data passed between thestegaed provider cannot be
intercepted or accessed by a third non-authoriaety.p

Integrity : guarantees that data passed between the reqaedtprovider has not been modified
or tampered with by a third non-authorised party.

Non-repudiation: guarantees that the sender of the message caampthat he/she sent it at a
later point in time.

Accessibility. ensures that the service is always accessibléhatak is not impaired by attacks,
like denial-of-service attacks (DoS), from outsatenside the system hosting the service.

These objectives were achieved through:

Secure data transfer with the SecurE-Justice ctientapplications (web browsers™ arty
applications).

As a Web-based service the SecurE-Justice CollaborBlatform most vulnerable part is the
communication with its users. Collaboration Platigorovides a high level of security through
HTTPS, avoiding any unauthorized access to seasitiormation.

Secure data transfer with SecurE-Justice persistegicapplications (databases, LDAP).

The Collaboration Platform facilitates the commuaticn of all service components with
persistence layer resources. In order to secuseddiia communications SSL (Secure Socket
Layer) technology is used.

Encoding stored data.

Since the system deals with sensitive criminal dasermation, Collaboration Platform is
encrypting stored data in its various modules (umga, LDAP or file system) via proven
encryption algorithms (TRIPLE DES, AES, BLOW FISetc.). This Collaboration Platform
feature increases the system security and prat@téseven in case that an unauthorized person
has physical access to the hosting server(s). Blyiayg this solution, it is not possible to read
data that is stored on Collaboration Platform, waithapplying decoding algorithms and the
possession of the respective encryption keys.
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Digitally signed documents. For the managementaauchents, Collaboration Platform considers
all material that is transferred through the syst€hat means that Collaboration Platform considers
E-mail as well as an SMS message or a Chat tramses a document. By incorporating
Certification Authority (CA) functionalities (usingJBCA), allowing the CA to operate as part of a
Public Key Infrastructure (PKI), we ensure the ubet he is getting the document from the right
user, as well as guarantee non-repudiation of tlicerents.

Real time security modules: overall subsystem detson.

The real time subsystem, the videoconferencingiegdmn, has basically two usage areas: the
actual videoconferences and the MCU managemenboth cases the user accessing the core
system, the MCU, needs to be authenticated and@azel. In the SecurE-Justice project the real
time subsystem activities have been divided into pAtot demonstrators, each one targeted on a
particular user and security need.

The first “Multi Video Conference”demonstrator is intended to be immediately depiteydor
supporting secure multiconferencing over IP andsig of a real multi-tier environment with a
central MCU doing the video mixing and encryptioaykmanagement. This demonstrator will
provide user authentication, signalling messagesyption, authenticity and integrity and real time
media encryption with integrity control informatiofihe secondNon Repudiable SIP Based Video
Conference” demonstrator is intended as a research pilot fiok tm long term application and
includes full non repudiation support for both sitiimg and media flow. This second demonstrator
will not include the usage of a multiconferencimat MCU).

The reason of separating these two pilots areectlagsically to the unavailability of standard

definitions for including digital signatures in B@lling messages and to the fact that non
repudiation for media flows is still at a theoraticesearch stage. The decision then has beetitto sp
the security features which, with limited modificet, can be integrated in the SecurE-Justice
framework with sufficient quality and stability flothe feature that are still unstable and not duite

for a production environment.

In this document we describe both the first andsteond pilot.

In order to demonstrate tHBlulti Video Conference’will be prepared a secure multiconferencing
over IP between Napoli Court Home and two prisong, in Alessandria and one in Novara, instead
for the demonstration dNon Repudiable SIP Based Video Conferentte® pilot will be hosted by
DNA (National Antimafia Bureau) and in particulagtveen an his office in Roma and another one
in Napoli.

Security backend: overall subsystem description.

The security system backend includes all the compisndevoted to provide security related

information. The subsystem components may be iatedrwithin other subsystems or may be

network connected, depending on their functionalitye SecurE-Justice security backend includes
a Certification Authority (CA), a Time Stamping Aatrity (TSA), the user account directory and

the biometric data storage.

The CA is used to release digital certificate, glomth a key pair for each certificate, and to
maintain certificate revocation lists. The TSA eaes certified time stamps to be included in the
documents or signalling messages for non repudiatiorposes. Both these components are
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network connected and publicly reachable from theerhal network, providing only public
information needed to verify signatures and encdgmuments.

The user account directory is a fundamental pathefCollaboration Platform collaboration tool,
but is also provided as an external lookup sertheg is actively used by the real time subsystem
(for conference management and access). It corntfagnkst of user accounts and the corresponding
profile, and serves as the basis for the authdidicaand RBAC based authorization process.
Collaboration Platform also exposes an authentinand authorization service, that can be used by
any external application requiring user authenticetind is useful to maintain only a centralized
profile database.

The biometric data storage component keeps a dsgadfacorrespondence between biometric data
and user information, it is used by the 3d faceleedo get a matching between who is read and
who has been previously enrolled, to identify tlseruand, in the case of smartcard + biometric
authentication, to unlock the SC features.

Apart from the user account directory that is déscl in chapter 4 of this deliverable, in the
following we will describe the PKI infrastructur@ A and CA) and the biometric authentication
component.

3.4 VIDEO CONFERENCE AND SIGNALING

The main focus of this deliverable is on the sypabus pilot, then is mandatory a technical
description about the video conference.

In many phases of the judicial process a diredaboration (real time) between different actors is
required like, for example, a private conversatimiween two DNA offices or an interrogation
(e.g.: Napoli Court Home Alessandria / Novara prison). This way of inteiragtis here called
“synchronous interaction” and needs the same on évgher security level as the asynchronous
interaction. The reason is that real time commuimnancludes sending voice and video images of
the involved actors that are potentially more dapgiata than a simple signed document.

The core of the synchronous communication senatéise SecurE-Justice system is the secure and
flexible videoconferencing system. The videoconieneg system is completely based on IP, using
SIP as a signalling protocol and RTP as a real titadia transport protocol.

Since the main focus of the SecurE-Justice pragestcure communication, both the signalling and
media transfer part is secured through the uselwdreced encryption schemas: RSA asymmetric
cryptography with X.509 certificates for the sigimj messages and AES or RC4 for the real time
media. Novel algorithms have been evaluated fourass loss-tolerant real time non repudiation
and a complete integration with the PKI, CA and Ti88dules have been implemented to automate
certificate, time stamps and key distribution.

This section includes a description of all the iegmaents for the synchronous communication from
terminal and multiconferencing side. The basic stheof the synchronous communication is
shown in the following Figure 5.
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» Non repudiation (Digital :
watermarking) Station

-

Figure 5: Synchronous communication: basic schema.

The signalling part of a call, either video or ayds the action of exchanging all the information
needed for the endpoints to exchange the real mediia data. The signalling part includes
exchanging information about the media codec usebabout the security level, including key
exchange and encryption algorithm negotiation.

Two standard signalling protocols are used in tineent voice and video over IP applications, or
more in general, IP telephony applications: SIP Bn823. H.323 is nowadays the most widely
used IP telephony signalling protocol. It uses byn@oding of signalling messages and has been
conceived to be as compatible as possible with IBI2N Q.931 signalling. H.323 has been
developed when the ISDN network was still the aailable advanced telephone network, thus
compatibility with it was not an option. During temH.323 has been extended with options and
security support with the H.235 protocol. H.235ranuced signalling message certification,
encryption and RTP encryption with algorithm negttin. The protocol has now reached a mature
status; it is stable and not further developed.

SIP, the other IP telephony signalling protocolyapidly emerging as the future solution for IP
telephony. It has been designed to be well integrat the current Internet and Web architecture,
without taking into particular account the needb® compatible with the PSTN network. It is
currently not widely used in commercial applicatidut its wide availability of services and
simplicity to develop and deploy in existing IPwetks has brought on it the attention of all the IP
telephony vendors and customers. In addition tpEnsession setup, SIP allows the creation of
instant messaging and presence applications atid thrg ability to transport MIME contents, even
file transfer applications are possible. SIP isilsinto other protocols like HTTP and RTSP, having
a “request method/answer code” exchange flow. SdBsages have the following characteristics:
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plain text messages;

e-malil like format;

can be encrypted with digital certificates;
may transport MIME contents.

SIP, if compared with its current rival H.323, afea much more flexible and easy to implement
environment, allowing rapid services creation arsthgler integration with security infrastructure.
Both SIP and H.323 have been considered in thelgawent of the SecurE-Justice architecture, in
order to evaluate the security level of both thetgrol and to cover the real communication needs
of a judicial environment.

3.5 PROTOTYPE CONFIGURATION

Details regarding the prototype configuration dltestrated in 8§ 3 of Deliverable D14.
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4. PROTOTYPE MODULES DESCRIPTION.

This section provides a detailed description of @fstem modules involved in the project
functionalities. All modules are fully integratadthe SecurE-Justice system.

4.1 NON REAL TIME SECURITY MODULES

Authentication/Authorisation module of the Securistice Collaboration platform

Informative data
In order to meet the user requirements for higtellesecurity on the system, SecurE-Justice
platform implements 3 basic ways of authentication:

1. Standard login — Standard login procedure, reqgiffom users to provide user name and
password. This particular process is additionadlgused in SecurE-Justice platform using
various techniques (e.g. HTTPS, client side cedi®s, etc.);

2. Java cards — Confident, reliable and secure enwiemnt for executing the applications
and/or storing the data. In addition, by using Jexas an application achieves a good level
of interoperability. In the context of SecurE-Jostiproject, Java cards are utilised for
storing the user certificates and the digital sigres;

3. Biometry — This authentication method automates rémgnition of a person based on
her/his physiological characteristics. The follogican be listed among the measured
features: face, fingerprints, hand geometry, haitohgy iris, retinal, and voice. The method
provides non-invasive, non-contact procedure angdires limited interaction with the user
thus being very user-friendly.

The authentication devices are located in the essilsusystem, whereas the authentication module
back-end is located in SecurE-Justice Collaboratermer (see red circle in Figure 6).
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Figure 6 - Position of the authentication modulehe overall system architecture

The authentication module is a standalone modiderovides only security features).

Smartcard Authentication

The following entities are involved in this process

On-card application;

Applet invoked in the browser;

Authentication Web service;

Set of Web services (e.g. certificate verificatideb service) implemented on Certificate
Authority server.

© O 0O

Whenever the user accesses the login page, a dpgiet is invoked. That applet reads from the
card a predetermined set of data. Such set is ptecrywith the user password (or pin) using a
symmetric encryption algorithm and is signed witle user certificate. The signing procedure is
performed on the card (on-card application perfothegsoperation) since the user’s private key is
necessary for this. The message (digitally signald))g with the username which is not encrypted,
is sent to the server over the authentication Wabice, responsible for performing the logging

procedure. The server receives the message ankisciweether a user with the supplied username,
exists within the database. In addition, it cordattie responsible Certificate Authority (CA)
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through a dedicated Web service and verifies thigficate that has been issued to this user. le cas

the certificate is valid and is not included in tiegocation list, the digital signature of the neegs

is verified. In case the verification procedurdled digital signature proves that the message btas n

been compromised, the message is decrypted withg®es password (or pin). In case the set of
sent data is valid (i.e. data is the same as ird#tebase), a positive server response is seheto t

applet, the user is considered authenticated andgplet redirects the user to the application home
page. On the other hand, in case the messagesigmanot verified or the decrypted data does not
match the existing, an error message is sent badke applet which accordingly presents the

appropriate message to the user. The above des&dbation is possible to be further enhanced in

terms of security, by extending the whole procesh the so called “double-handshake”.

Biometric Authentication

A specialised hardware performs the biometric antibation directly against the previously stored
biometric data. In case the authentication is ssfog the corresponding software component
sends the user unique identification to the Sedwd$iice platform for authorisation and further
access to the other services and to the platfosourees. In addition, Biometric Authentication
component performs actual check and sends to tberSdustice platform a confirmation that the
authentication has succeeded, along with the ifileation data. Otherwise, access is denied by the
Biometric Authentication system infrastructure. @re SecurE-Justice platform side, the data
signature is verified, and if no tampering is detdc the data is accepted and decrypted. This
scenario requires that ActiveX component (or thpliagtion that supports recognition hardware
attached to a workstation) has its own certifig@sued by the Certificate Authority) and a private
key store file that will be used for data signifidpis particular certificate should be attachedht t
device during the installation procedure. The dstancrypted with the components’ (software or
hardware) public key (part of the certificate),red with the certificate and sent to the serves (th
server holds the private key that will be later duger decryption). It is considered that the
controlling application (or ActiveX) is not transfed through the network, but installed directly on
the workstation. In this way, only one certificédaequired and issued by the Certificate Authority
However, there is always the possibility to haviéedent certificates for every hardware device or
software component in the system. The scenarioepted above can be further enhanced by
sending the serial number of the device (if avddpland/or the IP address of the workstation.
These values can be stored for comparison reasitims BecurE-Justice database, so only requests
coming from these clients would be considered valid

Internal structure of the module

The authentication module consists of the senads-piart and the client-side part. The server-side
part receives various requests from the clientshén performs appropriate verification of the
supplied data, and sends the responses back tlig¢hts. Internally, the users’ data is storedhia t
database (optionally on LDAP). The Authenticationdule performs queries on the data storage
and determines whether the supplied credentialsai®, by comparing them with the stored ones.
The credentials of the user are stored in the dataim encrypted form (Figure 7).
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Figure 7 - Block Diagram of the Authentication mtedu

Depending on the type of the authentication, theme various sets of information exchanged
between the client- and server-side of the module:

1. Standard login sends (through HTTPS) the user @gppinique identifier and
password,;

2. Java Card sends to the Java applet embedded logihepage, the user related data
stored on the java card, encrypted with the pas$wand signed by the user
certificate, also stored on the card;

3. Biometric Authentication application determines tiser identity by comparing the
acquired data with the data already stored in tAmldhse. In case the user is
recognised as valid, the biometric module cliemidsethe unique identifier (through
a Web service) to the authentication module, ireptd confirm the user identity.
An appropriate XML Schema is defined for the messaghange.

The main data storage place of the authenticatiodute is the central database of the collaboration
platform. Inside this database, all the necessagr wata, required for the authentication

mechanism, is held. The access to this data igegtahrough dedicated Web services that expose
the necessary methods for authenticating the users.

Furthermore, the data required to perform Java basgd authentication is the user certificate, the
private key and the personal data that is storeth@i®mart card, along with the password (or pin —
personal identification number) that is suppliedne user. The public key is stored by the CA. The
signing procedure is performed on the card (on-eg@mlication performs the operation), since the

user private key is necessary for this. This isedon-card since the user private key can not be
transfer over the network. This ensures the seenv@onment but on the other hand causes low
performance issues due to the limited processipghubties of the cards. However, as in Securk-

Justice security is the first and stronger requaetnit is always treated in favour of the other

issues.

Usage instructions

The SecurE-Justice Collaboration platform contaxiensive on-line help, along with instructions
for standard login, as well as for Java Card us@be.documentation for all external modules (e.g
the Biometric authentication) is provided sepayatdbng with the modules’ installation
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Document storage and encryption

Informative data

In addition to the communication security, the \anlbility of sensitive data stored on the network
servers (Database, LDAP, Files) is also considareSecurE-Justice prototype. It is evident that
secure communication or perimeter defences lileavills cannot protect stored sensitive data from
internal threats, namely individuals that have niieans to access and exploit the data. To prevent
this kind of threats, the sensitive data that asext in the database or LDAP and on the file system
is encrypted, using the each case most properitigof(symmetric or asymmetric).

Position in the system architecture
The document encryption functionality is locatedtle non-real time part of the system, in the
SecurE-Justice Collaboration server (see red dinckégure 8).
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PC +3D face Courtroom
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Access Router
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Standard mokile
terminal
[Smart Phone)

Custom mobie
termins
Laptop PC + GPRS
card + Smartcard
reader)

Figure 8 - Position of the encryption module in gwerall system architecture.

Type of module

Encryption is a supporting functionality in the datent managing (digital library) service. The
encryption of the documents is only related to gebhg the sensitive information even in case that
an unauthorised person has physical access tw#tmd server(s). Moreover, sensitive user related
data (passwords) is stored in encrypted form irddtabase.
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Interfaces and message exchange
The following scenario (Figure 9) has been considén SecurE-Justice platform:
0 The user sends a request via HTTP/HTTPS - Trarefesensitive information to the
SecurE-Justice system;
0 SecurE-Justice platform sends request for cryppigceoperation;
o The Encryption functionality executes the cryptgdria operation and the resulted
encrypted data is stored in the database.

A
—E e

:&-,E '3

Encryption \
Functionality

SecurE- Database
Justice

..
User

Request

J2EE application server

Figure 9:- SecurE-Justice encryption scenario.

Main security functionalities

Since the system deals with sensitive informatiecurE-Justice platform performs encryption of
the stored data in its various modules (databaB&R.or file system) via proven encryption
algorithms (TRIPLE DES, AES, BLOW FISH, etc.). Tlesature increases the system security and
protects the data even in the case that an unasgdoperson has physical access to the hosting
server(s). By applying this solution, it is not pilide for anyone to read data stored on SecurE-
Justice platform without applying decoding algamith

Technical description of implemented features

The Encryption facility provides a set of serviessilable through the collaboration platform and is
an integral part of SecurE-Justice platform. Thius,implemented in Java programming language.
The Encryption facility has been developed and eodd on top of the Digital Library module
existed in Collaboration Platform collaboration tfidan. The developed encryption strategy
considers many factors, such as encryption in/detsiatabase, possibility to have customised
encrypting mechanism, etc. Symmetric ciphers haenbmplemented where the encrypting party
provides a decrypting key to the trusted parti¢se Key is identical to the one used to encrypt the
content (e.g. when uploading a file). The blockeipencrypts a batch of plaintext symbols into an
equal length of cipher text symbols. The main ativga of a block cipher is the diffusion, where
bits or bytes are dispersed throughout the cipddrduch that a single change of one bit affeas th
position of multiple bits during subsequent rountise block ciphers use a block size of 64 bits.
The message is broken into multiple blocks and ddobk is encrypted separately by the block
ciphers. The encryption algorithms applied to tleewmnents in SecurE-Justice digital library are
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based on the Cipher Block Chaining (CBC) mode. BCQMode, each plain text block is XORed
with the previous cipher text block before beingrgpted.

The encryption algorithm that has been used irS#urE-Justice platform is the 3DES. 3DES is a
variety of the DES algorithm but with multiple (ite) encryption steps. It encrypts the plaintext
once, then decrypts it with the second key, andypts it again with the third key (outer CBC
mode used for CBC). The supported key length isti8

Data exchange
The corresponding data flow is illustrated in FegWr0 and analysed in Interfaces and message
exchange.

Data storage

The encryption process is implemented on data dtorethe SecurE-Justice database and files
stored in the file system. The encryption is perfed in SecurE-Justice execution environment
(SecurE-Justice system services), outside the Belustice system database (Figure 10). A great
benefit of this solution is that it provides a seckey management strategy that separates the
encryption key from the encrypted data (storechendatabase and the file system). The security of
the encryption scheme must depend only on the sgafethe key, and not on the secrecy of the
algorithm. Therefore, the encryption keys are st@eparately from the encrypted data in Securk-
Justice database, which stores the relationshipdagt a specific file and an encryption/decryption
key. The access to SecurE-Justice database ismile¢er through the Role Based Access Control
(RBAC) mechanism.

" Encryption N
Liser data maodule
| Asymmetric encryption(SHA-1, SHA- |
gi 812, MD2, MD5)
Uploaded
files
i Symmetric encryption (30ES) -—
Encryption
key
% s
r Y

File system Data
Storage

Figure 10:- Block Diagram of the Encryption mectsmi
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Usage instructions
In SecurE-Justice platform, when a document isag#d, the user is capable to encrypt the
document by filling in the corresponding field undee security tab (Figure 11).

SBCUI’itY aditiona armation

Protect the document

add a digital signature: Sign | Ranking: Public j

Encrypt with password:

Fields indicated with the asterisk (*) are mandatory m m

Figure 11:- Encryption of a document.

Document Signing

Informative data

The SecurE-Justice platform supports the uploadindocuments to the server in the Document
Managing Service. These documents can be filesuodws formats - MS Word .DOC files, Adobe
Acrobat .PDF files, MS Excel .XLS files, JPEG anbF@nages, text files, etc. In order to track the
user’s identity and to guarantee nobody tamperéd dacuments after their sending, it is necessary
that the system can offer to the users the aldigigitally sign the files being sent.

For the SecurE-Justice platform, a digital signimgchanism has been enabled to run on top of the
document managing service. The document signingeegiired to offer integrity and non-
repudiation. In order to allow the use of the ®@ilgsigning procedure in SecurE-Justice platform, a
“link” was established with one of the existing awdll known Certificate Authorities (CA); the
EJBCA. The CA secures and establishes policiessfuing certificates to users. These certificates
contain Public and Private Keys that can be usted Vehen signing the documents, the e-mails and
any other material.

Position in the system architecture
The digital signing module is located in the noalteme part of the system, in the SecurE-Justice
Collaboration server.

Type of module
The document signing facility is a supporting fuocality in the Digital Library service. The
Signing of the documents is only related to engumtegrity and non-repudiation.

Main security functionalities

A document (or other material uploaded on the ptat) is signed during the upload process. The
user certificate is validated and the revocati@iust is checked at this particular moment. In case
the certificate is valid, the document is signed @ine message digest is stored in the system
database.

When the document is accessed (downloaded) by adess, a verification is performed (i.e. the

stored message digest in the system database acednwith the one obtained from the current
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version of the document on the file system). Inecil® verification is successful, the user can be
sure that the document is not changed and thagned by a particular user.
The ability to ensure that the signed messageeatris the original one means that the sender
cannot easily repudiate it later. The digital sigin@s have two main attributes:
o Signer authentication: A signature should indiegit® signed a document, and should be
difficult for another person to produce it with@uthorization;
o Document authentication: A signature should idgntihat is signed, making it impossible
to change either the signed item or the signatutigowt being detected.

Usage instructions

In SecurE-Justice platform, when a document isag®#d, the user is capable to sign the document,
by browsing his/her certificate under the secuaty (Figure 12).

SEecurity Additional Infarmation

Protect the document

add a digital signature: Sign | Ranking: Public j

Encrypt with password:

Fields indicated with the asterisk (*) are mandatory m m

Figure 12: Digital signing of a document.

Role based access control (RBAC) module

Informative data

The Role Based Access Control (RBAC) module supphethorisation functionalities to the
SecurE-Justice platform. Authorisation guarantdes the authenticated person has the right to
access specific services or data.

Position in the system architecture
The RBAC module is located in the non-real timet pafr the system, in the SecurE-Justice
Collaboration server.

Type of module
The RBAC module provides the authorisation mectasit® the SecurE-Justice platform.

Interfaces and message exchange

The RBAC module is an internal module of the cadla@bion platform. It provides information
concerning the users privileges according to hisibles (profiles). Since access rights data isluse
within the system there are no external interfackesvever, the architecture provides easy exposure
of the required functionalities through Web sersia@d SOAP communication protocol.
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Main security functionalities

The access control mechanism in SecurE-Justickoptatis implemented based on the principle
“What You See Is What You Can Access to”. This nagidm is based on the users’ profiles, users’
privileges and operations. The type of access hadtcess that users will eventually have to the
SecurE-Justice services are defined by pre-defeedell as, customised user profiles.

The SecurE-Justice platform defined a predetermse¢adf profiles and privileges. However, a user
with appropriate rights can create new/custom pegfiles and user privileges. The SecurE-Justice
platform is flexible enough, to enable the usehvappropriate rights to assign special privileges t
a particular person or to a user profile for speaérvice items.

The access control mechanism enables customisedieses and provides several different levels
of data protection, in other words, the user aseanber of a workgroup, is assigned a Profile that
determines his/her access privileges to the vageugces of the workgroup.

CA service

Informative data

The SecurE-Justice collaboration platform CerttBcaAuthority will be used for all digital
certificate management within the system, includdagtificate Revocation List maintenance.

The Certificate authority provides digital certdtes for various purposes within the SecurE-Justice
system. Digital certificates that are used for eaht(documents, messages, video conference
archives) signing as well as for user authorisatioe issued by the Certificate Authority. The
collaboration set of services provides the acces# o all the services provided by the Certifecat
Authority and required by other parts of the system

Position in the system architecture
This sub-system is located in the non-real timet pdr the system, in the SecurE-Justice
Collaboration server.

Type of module

In order to successfully carry out that role, inscessary for SecurE-Justice to communicate and
exchange data with the external systems comportleatsare built for specific services, e.g. like
Certificate Authority for issuing the certificates.

Validation of the certificate

The validation is performed through the collabamatiplatform Web service that exposes the
specific functionality. Internally, the collaborati platform communicates with the CA through a
secure channel (isolated form the outside netwdhkeugh HTTP or via remote call.

Main security functionalities

The Certificate Authority is contacted to genereggtificates and verify certificates validity and
revocation information. The CA secures and esthédispolicies for issuing certificates to users.
These certificates contain Public and Private Kéwat are used later when digitally signing
documents, e-mails and other material. By inconrgeCertificate Authority functionalities (using
EJBCA), allowing the CA to operate as part of alRukey Infrastructure (PKI), i.e. we ensure that
one user is getting the document from the righeotiser, as well as guarantee non-repudiation of
the documents.
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Time Stamp Authority Web Service

Informative data
The primary purpose of this component is to prodd&'eb Service interface to Cryptomathic Time
Stamp Authority (CTSA). Secondary the interface barsued to validate time stamp tokens.

Position in the system architecture
The module is located in the non-real time pathefsystem. The Web Service a placed in front of
CTSA exposes a web service interface to CTSA sesvic

Type of module
The module is part of the time stamp authority gecture and it's main purpose is to provide a
new interface to CTSA. The Web Service module istnusted.

Main security functionalities

The CTSA provides security critical functionality ssuing secure (digitally signed) time stamps
that can be used as evidence at a later pointria.tThe main purpose of the Web Service is to
provide applications access to CTSA.

Security Design
CTSA has been designed to meet a number of regeirsnvith regard to security. The measures
taken to meet these requirements are presentée ifoltowing.

Hardware Security Modules

CTSA is designed to manage its key for signing tstemps in a physically secured hardware
module. The module is responsible for generatirgtithe stamping key-pair, and for signing time
stamp requests in such a way that the private kggnmoccurs in clear outside the hardware security
module.

Access Control

For each command sent from one of the CTSA admatish clients to the CTSA server, there is a

set of requirements that must be met before it marexecuted. These requirements include the
number of administrators that consent to the conuintdre role of the administrator, and the type of

the administration client (secure or remote).

In CTSA, the following administrator roles exist:

The Security Officer, SO

The Security Officers are responsible for the se@peration of CTSA. This involves initializing
the system and maintaining the security relatetspafrit. Central maintenance tasks for SOs are
the administration of certificates and policies atie creation and management of CTSA
administrators.

The Operator

The Operators are responsible for the daily momigpoand maintenance of the system. They are
only allowed to carry out a restricted number oémions from the administration clients such as
viewing certificates and policies and modifying thece log level.

The Auditor
The Auditors are responsible for managing the CE®Mit log. They are allowed to export and
delete log entries and to generate new Audit Logdvifeys.
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The number of administrators consents a commangds$rom the administration client is the
number of administrators who have inserted theiarsroard and entered their password into the
administration client.

Client Server Communication

The communication between the CTSA clients andesassbased on the TCP/IP protocol, which
means that the clients can communicate with theesesn any TCP/IP connected network. As,
however, the TCP/IP protocol does not provide gfranthentication, a user authentication protocol
layer is employed in order to provide the servahwiser authenticity.

User Authentication

Whenever an administrator wishes to use a CTSAmdtration client, s/he must insert his/her user
smart card into one of the connected smart cadersaand enter the correct password for the smart
card. As long as the smart card remains in the oeader, the administrator is consenting any
commands sent from the client. This means thatlkieat will use the smart card to authenticate
any issued command. For commands requiring dudtalpan additional administrator must insert
his/her smart card into the second card readeeatet the correct password. As long as the second
smart card remains in the reader, the commanddreemthe client will be consented by the second
administrator as well. This means that the clieflt wse both smart cards to authenticate issued
commands. The actual authentication is performedalgling the names of the consenting
administrators to the command and having each astrator's smart card calculate a MAC value
on the command. The MAC value is sent as part efctimmand to the CTSA server. When the
server receives the command, it can verify the Malie calculated by each administrator’s smart
card as the database contains all the MAC keysdtom the administrators’ smart cards.

In order to avoid a re-transmission attack, wher®ld command has been recorded and re-sent to
the CTSA server, a unique serial number is addexhtth command before it is authenticated. The
unique serial number has two components: a majguesee number, which is unique for all
connections between any client and the CTSA sdnvethe lifetime of the system, and a minor
sequence number that starts at zero when the clogmiects to the server and increments by one for
each command sent to the server. When the sergevdrdied the authenticity of a command, it
verifies that the minor and major sequence numhbavs the expected values.

After verifying the authenticity of the administoatconsenting the command, the CTSA server
determines his role. This enables the server teraete whether the privileges required for this
command are met.

Audit Log
CTSA keeps an audit log that contains informationadl security-related events in the system,
including all incoming timestamp requests andsdlied timestamp tokens.

Database Security

The CTSA database password becomes available fieradnfiguration data stored on the CTSA
server. The CTSA server then connects to the dsgabarver using the database username and
password.

Keys
Three types of cryptographic keys are involvedanrection with the CTSA system:
0 the TSA keys: A TSA key is an RSA 1024-4096 key pansisting of a public key used for
verifying signatures on timestamps issued by CT&#] a private key used for the actual
timestamp signing;
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o the audit log MAC key: The audit log MAC key is ®BS key used by CTSA to
authenticate the audit log;

o the administrator MAC keys: The administrator kays 3DES keys used by administrators
in order to authenticate themselves to the sysiaoh administrator has one key stored on a
smart card.

Data exchange

The primary purpose of the Web Service is to tateshcoming XML data to RFC 3161 compliant

message, send the data to CTSA and after receaviregponse from CTSA, translate the ASN.1
message to an XML message.

For Time Stamp Validation messages, the Web Sedaes not communicate with CTSA.

The next few pages contain the full descriptiontloé data formats that the Web Service
understands. The description is complete and mamtéynded for software components to be read,
i.e. the software tool of Web Service client depels.

Secure mobile web terminal

Informative data

The secure mobile web terminal module addresseseitw@ity issues carried by the mobility treats.
Mobile devices can connect to the SecurE-Justiegfgpim through heterogenic types of links.
These links can be either wire or wireless; the uhmtias been developed to provide the maximum
flexibility in a transparent way from the data tsaort layer.

The module implementation has its core on virtuavgte networks technology. This sets the
minimum security level provided in all supportedes of the matrix of devices and links.

In order to enhance the security levels guaranigetthe links providers, the module implements a
L2TP-IPsec VPN, in this way the connection to tleEBE-Justice is done through an encrypted
tunnel based on the IPsec protocol.

Using this technology the module is scalable and pgossible to upsize the encryption algorithm
(3DES, AES, Blowfish) with integrity check (MD5, $H) according with the performances
offered by the specific device.

The server component

The server component of the module provides a V@ientrator based on top of the opensource
package OpenSWAN (http://www.openswan.org/). Thee@@WAN package is a fork of the
FreeS/WAN project which has the goal to impleméet ©pportunistic Encryption (OE), which is
the process of encrypting connections whenever tdagybe. Opportunistic Encryption, which is
fully described in the RFC4322, uses the Interney Exchange (IKE) and IPsec protocols. The
objective is to allow encryption for secure comnuation without any pre-arrangement specific to
the pair of systems involved. DNS is used to disiie the public keys of each system involved.
This is resistant to passive attacks. The use db Bdcurity (DNSSEC) secures this system against
active attackers as well.

As a result, the administrative overhead is reddoau the square of the number of systems to a
linear dependence, and it becomes possible to wat@e communication the default even when
the partner is not known in advance. Once oppastienencryption is installed, it automatically
recognizes other boxes using opportunistic enapptivithout any further configuration by the
network administrator.
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eth1: OpenSWAN public IP

eth0: 192.168.1.98 \

ppp0 192.168.1.99 |

L2TPD/PPPD
L2TP: UDP 1701 —

server server Internal network

Mobile users local through VPN
192.168.1.128 >192.168.1.254

Mobile Users

Figure 13: The Secure mobile web terminal moduteaildel architecture.

The clients’ components
The module provides VPN clients specific for evaeyice type of the supported list. The supported
clients are powered by these operating systems:

0]

O 0000000 O0O0o

Notebooks:;

Microsoft Windows 2000;

Microsoft Windows XP Professional;
Linux;

Apple MacOs systems;
TabletPC;

Microsoft Windows XP Tablet Edition 2003;
Linux;

Smartphones and handheld devices;

Microsoft Windows Mobile 5.0 based devices and Vind Mobile 2003 for Pocket PC ;
Linux.

On Microsoft Windows systems certificates can obé/ used for authenticating computers, not
users. This means that the certificate of the haserto be imported as a ‘'local computer certificate
(requires Administrator privileges). The resultthat the certificate is shared by all users on the
client machine (if there is only one user this ddaoot be a problem of course). You can use
different usernames and PAP/CHAP passwords tondistth the users on a client, but passwords
provide weaker security than user certificates.
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Clients for devices with relatively little procesgi power such as Pocket PC and Palm can use
Aggressive Mode in order to rely on PSKs with dyratlR addresses. This was done because IPsec
RSA encryption is much slower than symmetric kegrgption However the more power of the

actual mobile devices makes this option uselesthedSecure-Justice mobile module use IPsec

certificates.

4.2 REAL TIME SECURITY MODULES

Secure H.323 based videoconferencing terminal

Informative data
The purpose of this module is to act as the enddia secure videoconferencing system.

Position in the system architecture
This module is located in the real time part of #ystem, client side of the videoconferencing

subsystem (see red circle in Figure 14)
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Figure 14: Position of the secure videoconferegdarminal in the overall system architecture.

Type of module
The module is part of the videoconferencing termifiae security part of the videoconferencing
terminal is only related to ensuring mutual autleaion between terminal and MCU and to ensure

a strong level of confidentiality to the media flow
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Interfaces and message exchange

The videoconferencing (see below figure) termisahistandard H.323 endpoint with RTP based
media transport. The only differences introducedthiy security module extension are the SSL
based transport for the signalling messages an8Rid° based encryption for the media transfer.

$ — —
# -— —
-
% — —
& I
- » - »

The terminal works only in point to point mode, lhatit gatekeeper registration ad is specifically
designed to be called by a security enabled MClé. Miessage exchange for setting up the session
is straightforward:

1. The calling party (e.g. the MCU) opens a SSL sesaiith the terminal

2. The SSL based session setup happens before thel .25 Setup message is being sent by
the MCU

3. Just after the successful setup of the SSL segfiercalled and calling users both have the
possibility to accept the certificate or reject tt)e MCU sends out to the terminal a single
message containing the session key for the SRTRarfled.

4. The H.323 session setup continues as specifietlarstandard, but must strictly work in
H.245 tunnelling mode, the client does not workha case of separated H.245 and H.225
connections.

5. For the media exchange a standard SRTP media $lgerierated using the key specified by
the MCU. The SRTP messages are encrypted with 88 ¥ counter mode encryption
algorithm and authenticated using a HMAC-SHA1 aativation tag. No MKI trailer is
inserted.
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Main security functionalities are:
o Protection of signalling session with SSL
0 Mutual authentication of MCU and terminal using itiif signatures through the SSL
session setup
o Protection of the media traffic using the SRTP g@cot with AES based encryption

The message exchange is very simple:
1. The Calling party contacts the called party ongtamdard H.323 port using SSL,;
2. Aregular SSL handshake with mutual authenticaliappens (the user is required to accept
or refuse the certificate);
3. If successful, the caller sends to the called R&B master key and master salt;
4. If successful, the subsequent media flow (audio \addo) and control flow (RTCP) are
encrypted using SRTP with AES in counter mode.

The implemented module works both if called andalling out, with the rule “who calls is who
sends the SRTP key”. This rule has been decidedgakto account that this terminal is designed
to work in a point to multipoint environment, witthe MCU as calling party. In such an
environment, for performance reason, the MCU magosk to use the same key for each
participant to a conference or a different one.

Data exchange

This module is standalone, every data exchangeemspm the terminal memory, the only data
exchange happens between the PC and the WebCanghhaoUSB interface, which is considered
to be safe because of physical security assumptions

Secure H.323 based MCU

Informative data

This module is an implementation of MCU functiobalfor a secure videoconferencing. As a
server side of the videoconferencing subsystemribéule is one of the components from the real
time part of the system.
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Figure 15: Position of the secure MCU in the ollesgstem architecture.

Type of module

The module is part of the videoconferencing MCUe Tecurity part of the videoconferencing
MCU, in similar way with videoconferencing terminak only related to ensuring mutual
authentication between MCU and terminal.

The videoconferencing MCU consists of the MCU Comgod that is a complex independent
system based on proprietary build hardware andvaodt and the PC component (VCC) used for
control and Administration. Maintaining standard32B protocol with RTP based media transport
is only one set of functionality of the MCU. Thelyprdifferences introduced by the security
extension are the SSL based transport for the igganessages and the SRTP based encryption
for the media transfer. The implementation of sigwxtension of MCU is completely complying
with the message exchange between MCU and videortalr described in the “Secure H.323 based
videoconferencing terminal” section of this documémain security functionality is identical to the
videoconferencing terminal as well with addition thfrd party (Collaboration Platform as CA)
digital certificate verification.

The message exchange is the same as was des@rbedie videoconferencing terminal section:
1. The MCU contacts the videoconferencing terminaltio& standard H.323 port using
SSL;
2. Aregular SSL handshake with mutual authenticatiades place;
3. If successful, the MCU sends to the terminal th&@ BiRaster key and master salt;
4. If successful, the subsequent media flow (audiovadelo) and control flow (RTCP) are
encrypted using SRTP with AES in counter mode.
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Secure SIP based video terminal with non repudiaigport

Informative data
The purpose of this module is to act as the endpoina secure and non-repudiation
videoconferencing system based on SIP (Sessiaatioit Protocol).

Position in the system architecture

This module is not integrated in the overall Seeduitice system architecture, apart from the need
of interaction with the Time Stamping Authority fabtaining stamps for the messages. The
demonstrator has been developed as a proof of pphweshow the possibility of implementing a
non repudiable real time video call and works anlg point-to point mode.

PKI TSA r
Non-repudiation
AN Demonstrator
NS
RADIUS
X
—

SIP PROXY V/‘
\\
v
e
Alice SO T
- S
“a\\\

&)
e

Internal Storage

\

SIP INFO with Non-repudiation
SRTP Media with Non-repudiation

Internal Storage

Figure 16: Position of the non-repudiation SIP bésédeo terminal in the demonstrator architecture.

Type of module

The module is part of the SIP video terminal ablemanage secure video calls with a compliant
terminal. The security part of the video termirgalelated to ensuring proxy authentication, mutual
authentication between SIP based video terminatsng level of confidentiality to the media flow
using SRTP protocol, and non-repudiation of the imédw.

Interfaces and message exchange

The SIP based video terminal is a standard SIPangpvhich supports authentication, TLS and
with SRTP based media transport. The only diffeesniatroduced by the non-repudiation module
extension are the proprietary transport of non-ggdion information in the media flow and the
authentication of non-repudiation information wétltumulative SIP INFO message signed with the
sender private key and time stamped by a Time Stayuthority (TSA).

Page 33 (ﬂ SecurEX TN



SecurE-Justice 1IST-2002-507188 D13 - The SecurE-&iestsynchronous Pilot

The terminal works only in point to point mode, lwBIP proxy registration. The message exchange
for setting up the session is straightforward:

1. The calling and called parties open TLS sessioh wie proxy and they register with the
SIP Server in a security fashion;

2. The calling party sends the SIP INVITE messageh® proxy using the TLS session.
INVITE message also transport MIKEY information ds®e build the SRTP Master Key
with Diffie-Hellman Key Exchange method,;

3. The proxy server only forwards the INVITE messagdhe called party identified by the
SIP URI using the existent TLS session,;

4. The called party sends back the 2000K messagectimahins the correspondent MIKEY
information. This message is routed through thexypro order to reuse TLS session;

5. The secured SIP call setup concludes with the AG¥gage from caller party to called
party always across the proxy;

6. Both endpoints start to send media flows (Audio &imkeo) using SRTP protocol. Video
and audio are enciphered and authenticated usen@RTP keys derived from the master
key shared in the call setup with MIKEY protocol;

7. Non-repudiation module adds specific non-repudnatrdormation to SRTP packets; in the
media receiver part, it stores SRTP packet andrapudiation information in the non-
repudiation database;

8. Non-repudiation module periodically sends cumukation-repudiation information within a
SIP message of INFO type. The SIP message is diddwed with the private key of the
sender and time stamped by an external TSA;

9. When Non-repudiation module in the receiver getsSH° INFO message, it verifies all the
SRTP packets previously stored in the databaseraréls the packets as non-repudiation
packet only in case the authentication is correct;

10.Non-repudiation module also notifies the user @& turrent non-repudiation state of the
video call. The user could teardown the call whethentication errors appear, or just
repeats the last part of the video communication.

The non-repudiation module allows the users taenatrthe non-repudiation information from the
database and verify the status when the call isiteted.

Main security functionalities are:
o Protection of signalling session with TLS;
o Mutual authentication of terminals using digitajrsatures through the TLS session setup;
o Protection of streaming session with SRTP;
o Non-repudiation service on streaming session udiggal signatures and certificates; non-
repudiation information are also time stamped bgxernal TSA.

Data exchange

This module is standalone, every data exchangedmspm the terminal memory, the only data
exchange happens between the PC and the WebCanghhaoUSB interface, which is considered
to be safe because of physical security assumptions
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5. PROTOTYPE MODULES INTERACTIONS.

In order to give an overall picture of the integhprototype in this section we provide the schema
of interaction between the modules involved in naativities of SecurE-Justice system.

In the following schema it's possible to split atoraic action to all modules used to perform a
operation in the system.

5.1 CREATE TRIAL PROCESS

This diagram shows how a Trial Process is creat@sliaboration platform.

______ The Judge has to
approve or not

._. Create Trial Task Page
Fage

Web

Interface

Workflow ,
Create Trial @ ’
Engine Process
Task

Insert Trial ‘
DBMS ﬂSltrE-IFTDE;'Ia
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5.2 CREATE HEARING PROCESS

This diagram shows how a Hearing Process is createnllaboration platform.

The Judge has to

approwve or niot

Web Create
.—' Hearin Task Fage Task Fage
Interface Page - —‘ 2

= E

ot approved]
Workflow Create h
. Uaating Send Task
Engine Process [approved] . T

Insert Trial

DBMS nDE |
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5.3 SCHEDULE A VIDEOCONFERENCE

This diagram shows how a Videoconference is scleeldul the collaboration platform calendar.

Web
Login Pags Schedule |
Interface Form Page
l_! L
Securi
ty Werify
Modu'e ser D
o Motify operatar
Addto Send invitation
Workflow calendar to partecipants Ese R
videoconfrence
| f

This User Action is performed by the Judge.
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5.4 SET UP A VIDEOCONFERENCE

This diagram shows how a scheduled Videoconferenset up.

VCC Buld
_ Ll
Appl. @ LognPage Conference | |
| [
Coll.
Zheck
Platform User D
Store
: Calls out all
MCU w?ﬁf%??ﬂn;ﬁ;ir;ce : yideo stations

At wideocanference

DayTime

This User Action is performed by the Operator.
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5.5 CLOSURE OF A HEARING PROCESS

This diagram shows how a Hearing Process is closed.

_______ The Judge has to
approve or not

Web Close
.—- Hearing Task Page
Interface Page
r| t
Worlkflow Close

. Send
ey [~ - <>
= ha
Englne Procegg Send Mew .
Task

Insert Closure J
Hearing Info

inDE

DBMS
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5.6 CLOSURE OF A TRIAL PROCESS

This diagram shows how a Trial Process is closed.

_____ The Judge has to
approve or not

Web Close
.—’ Trial Task Fage
Interface Page
—

Workflow Close
; Send
m | | o [ (5
Engine Process - -
Task

Insert Closure J
Trial Info

in DB

DBMS
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5.7 UPLOAD DOCUMENTS

This diagram shows how documents are uploaded babooation platform after a security
validation process.

The Judge has to The court clerk has to add again

Apprave or nat, doc because judde doesn't

i approve it i
Web
._. Add Docs Task Fage | TaskFage | ;
Interface Page [available] —‘ [available]
\\.
Workflow Add Docs
) Process @@
Engine [create] . MSSE:adge
7 |
Security Sian
Crocument
Insert Doc
DBMS in DB

Page 41 (ﬁ SecurE- m



SecurE-Justice 1IST-2002-507188 D13 - The SecurE-&iestsynchronous Pilot

6. DEMONSTRATION ACTIVITIES: WHAT & HOW.

This section describes all details concerning vithatll be done during the demonstration session,
why this will be done and the manner that it w#l bsed to do this (i.e. how). The main focus of
this section indeed is to better specify the usesaf SecurE-Justice system in a real environment.

6.1 OVERVIEW

In this paragraph we provide an overall picturenaiin activities that will be done during the pilot
demonstration in Italian site. The testing sitd@sed at Napoli Court House, in particular for try
out the Multi Videoconference features of SecurBtide project, and at two office of DNA in
Roma and Napoli, in particular for try out the n@pudiation characteristics of a Point to Point
Videoconference between two sites.

The End User, better illustrated in following Seati7 (8 7.2), will have an important role during
whole phase of project demonstration.

It's possible to divide the pilot activities, indar to test whole features of SecurE-Justice prajec
two macro area below described: User Authenticadimh Foreseen Workflow for pilot

User Authentication

o0 Biometry: this authentication method automates rémgnition of a person based on
her/his physiological characteristics. The follogiioan be listed among the measured
features: face, fingerprints, hand geometry, harnohgr iris, retinal, and voice. The
method provides non-invasive, non-contact procedure

o Smartcard: confident, reliable and secure envirarinfer executing the applications
and/or storing the data. In the context of Secws$iide project, Java cards are utilised
for storing the user certificates and the digitghatures;

0 Username & Password: standard login procedure,jrmegurom users to provide user

name id and password. This particular processdgiadally secured in SecurE-Justice
platform using various techniques (e.g. HTTPSntisede certificates, etc.).

Foreseen Workflow for pilot

o Creating & Closing a Trial: use of collaboratiorafhbrm to perform all activities in
order to try out this specific features, see befogure 17;
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Quick search

Home = Itslian Admin WG > workflow = Complete work iterm

| Warkflow

(7

—Create Trial Folder

Motivation:

Trval Tthes

Trial Murmber; *
Prosecutor-Mumber: *
surnarne of the first Accused: *

Cescription of the Indictrmsnt: *

Plage: ™

Trial Creation Datel (dddmmipip) *

Trial Type! *

Initial Creation of the Trial

|
-

|co|legia|

Figure 17: Create a Trial.

Creating & Closing a Hearing: use of collaboratmatform to perform all activities in
order to try out this specific features, see befogure 18;

Home = TestTrialz = Workflow = Complete work item &
-Hearing General Data for Collegial Trial
Motivation: Trutial Creation of the Heanng
Title; * ‘Hear\ng i
T
Languags: * | Italian v‘
Ciate: (daimmfipyil * |06/02/2006
Start Time: * 07:00 & |
07:30
05:00 —
End Time: * 11:00 A
T a =
12:00 —
(FEIEER
Time Zong! * ‘W
GMT-1 —
GMT-2
GMT-3
lGMT-4 ¥
Place: * }Varesa
Court Rioam: * {Aula Bunker
President) * | Mario Bianchi v‘
Select 1st Judge: * | Mario Rossini v‘

Figure 18: Create a Hearing.

o Loading Documents: use of collaboration platfoorperform all activities in order to

try out this specific features;
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0 Setup a Videoconference: all activities involvedatup of a Multi Videoconference and
a Point to Point Videoconference.

The Multi Videoconference module has following cmweristics:

Complete management of Requests and Connections;
Many simultaneous connections;
MCU Hardware infrastructure.

The main features of MCU Unit that will be usedtadian pilot are:

Management of videoconference request using as@catocol over IP;

Management of videoconference booking;

Complete setup of the videoconference and conmectio “Video Stations” using a secure
protocol over IP;

MCU Small Version that can enable up to four siemgtous secure connections (hardware
infrastructure used only for Italian demonstratmlot).

Home = TestTrialz = Calendar = Create Meeting

General information Other information Contact details

-General information

Title:* | Type: |'u'ideo Conference v|
Language:* | English v Date:* (dd/mm/yyyy) |
Library section: | C% EB
Abstract:

-0ther information:

Start time: 00 »|:[00 & Standard Time Zaone |G|""|T-12 b

End Tirme: 00 »|: |00 |» Location: |

-¥ideo Conference

audio Mode: E »|  Conference Rats: [z v|
Display Mods: [1 v|  Frame Rats: [z v
Yideo Encoding: [2 ~|  caption: [Enabled v/
Host Passcode: | Guest Passcode:

Figure 19: Create a Video Meeting.
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Figure 20: Setup and management a Video Meeting.

Figure 21: Two scenarios of Videoconference Layout.

The following Figure 22 shows how the demonstrapdot (i.e. Multi Videoconference) will be
performed in Italian site and the involved struetur
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Figure 22: Multi Videoconference Demo scenario.

The Point to Point Videoconference module has ¥alg characteristics:

Software terminal for secure videoconference;

Developed with Open Source software tools (e.quk);
Web Cam or Small Video Camera as video sources;
It does not need dedicated hardware infrastructures

Functionalities supported by this module:

Voice and Video traffic completely encoded usingSA&lgorithm;

Authentication based on digital certificates;
Non Repudiation characteristics;
Digital recording of whole video communication;

Multimedia traffic digitally signed.

The following Figure 23 shows how the demonstrapidot (i.e. Point to Point Videoconference)
will be performed in Italian site and the involveiuctures.
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Figure 23: Point to Point Videoconference Demo scen

6.2 A TAXONOMY

It's possible to summarise some user scenariogdiggpthe trial phase in a taxonomy, as showed
in the following in Table 4 (see also Figure 24).

User Action System Functionalities Security requirement design
Secure connection with
Collaboration Platform application
server over SSL

First log in into the Collaboration

Platform tool for pre-debate design. Identification using Biometry or

smartcards from an internal
terminal.

UAL1 - User login to
the system

Authorization to the services
through RBAC

Get/Add trial identification from
investigation phase

Assign n rt identification . —
UA2 - Set up the njfrllger ew Court identificatio Every action from inside the

debate and create _ Collaboration Platform tool over

; . Define trial type
SecurE-Justice trial HTTPs
archive based on Get/Add defendant data from

investigation data if |nvest|_gat|on pha;e .
available Add trial specific information
(president, judges, lawyers, etc.|.

Notification to debate participants
\ﬁvith e-mails.

Acquire documents from
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investigation phase

Schedule first hearing and defin
courtroom location

Notify users based on their user
profiles

D

UA3 - Create SecurE-
Justice hearing data

Define lawyers, withesses, court
experts

Define location for remote
connection and video
conferencing

Set hearing date

Notify involved users regarding
available information

Everything is done from inside
Collaboration Platform

Notification for conference details
sent to the conference manager with
an e-mail.

UA4 - Remote
connection and video
conferencing

Use of
videoconferencing/aud
0 to communicate with
authorized translators

Login and user authentication of
video station using smartcard ar
username/password

Start video conferencing
Register video conference data
Convert recorded video into
digital format compatible with
video server

Archive file on video server for
streaming

L
d

Conference manager:

MCU:

Every conference participant:

Logs into the VCC
application with SSL and
administrative account
VCC checks rights as
specified in Collaboration
Platform

Builds conference list
taking users and video
stations data from
LDAP/SSL

Instructs the MCU to call
out participants

After the conference logs
into the recording video
station, connects with
Collaboration Platform and
uploads the conference
recording into the Judge
shared space to allow him
signing the document

Calls out every remote
video station
Communication encrypted
over SSL (signalling) and
with SRTP/AES (media)

Waits for the video station
to be called in

Enters credentials or inserts
smartcard

Gets connected and
authenticated with the
MCU

Secure video transfer can
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begin

UAS - Complete
hearing

Add hearing report, transcription
and other missing documents
Approve and sign documents
electronically

Index and archive
audio/video/text data

Notify users for data availability
for consultation

Schedule next hearing and notify
users

Every action is done by the Judge
or Clerk from inside the
Collaboration Platform tool.

UAG - Close trial

Final judgment with the
production of the sentence and
the motivations

Document archiving

Users notification

Convert archive to read only with
no possibility to make changes

All the trial folder documents are
archived into database.

Set access rights to document
repository to strict read-only
(nobody, including the Judge itseli
will be able to change document
once put into the trial proceedings

UAY - Consultation

Trial folder and hearing subfolder

consultation based on access
rights

Document search

Document consultation (hearing
report, transcription, annexes,
etc...)

Secure document exchange
Video consultation of
videoconference file

Particular user account with speci
access rights must be created for
every external user requesting
access to proceedings.

Access request to proceedings must

follow the usual legal procedure.

Video consultation can be done

using standard video file readers as

for any other document.

Table 4: User scenarios.
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Figure 24: Trial Phase: user scenarios.

Moreover, in the following schema it’s describedhihat process a specific module is involved.

Collaboration Area:
o Collaboration tool.

Security Area:
o Biometry identification module;
0 Access and authorization module;
o Non repudiation and data integrity.

Communication Area;
o Data exchange synchronous over IP.
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6.3 WHAT & HOW

In this subsection we better explain each row @vimus presented taxonomy, focusing on the
response of SecurE-Justice system due to a spectien. Each row of below table represents a
step to complete successfully the considered Usgoi (UA).

UA1 - User login to the system & UA2- Set up the debate and create SecurE-Justice triarchive
based on investigation data if available

Create trial folder

Actor Action System Response

1. This use case begins when the court clerk lpgs
into the system by providing his/her smart card or
biometry identification.

2. Authenticates the user identity utilising the
Security module.

If the user is not authenticated, the system
displays an error message and returns to step 1.

3. Displays the user interface with a menu that
contains the list of the workgroups (WG) whigh
the user is member of

4. The court Clerk enters the Administration WG

5. In the Administration WG Homepage, under
the workflow service area, the court clerk selects
the “Create Trial Case” task.

6. Displays the user interface with the trial
information to be filled. The parameters to be
specified are:
- The Trial Number, a string that identifies the
trial within the court;
The Trial Case Name
The Prosecutor number, a string that
identifies the trial for the investigation phase;
The surname of the first accused;
The description of the indictment, a string
that describes the main indictment
The place, a string;
The trial creation date, a date/time;
The type, a string;
The President
The judges that are involved in the trial.
when the type is collegial;
The public prosecutor;
The list of the defendants. Using the link
Add Defendants the court clerk selects and
adds the defendants with the required
information (name, surname, lawyers, etc

N
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7. Fill in the form with the required information
about the trial and press the CREATE button
(Screenshot 1 and Screenshot 2).

8. The president of the trial will receive a
notification message about the task to author
the creation of the Trial Case.

9. The president authorises the creation of the
Trial Case (Screenshot 2)

10. Inserts the trial in the database:

If the updating of the database is OK, the
system notifies the law court members abput
the creation of the trial by e-mail.

If the updating of the database failed because

[2)

the trial already exists, the system display,
an error message saying ‘Trial already
exists’ and returns to 1.

If the updating of the database failed because

of problems with the database, the system
displays a proper error message and returns
to 5.

Screenshot 1: Create trial folder 1.

Page 52

se



SecurE-Justice IST-2002-507188

D13 - The SecurE-&iestsynchronous Pilot

Screenshot 2: Create trial folder 2.

Load Documents from Investigation Phase

Actor Action

System Response

1. This use case begins when the court clerk |
into the system by providing his smart card or
biometry identification.

DJS

2. Authenticates the user identity utilising the
Security modulelf the user is not authenticate
the system displays an error message and re
to 1.

d,
turns

3. Displays the user interface with a menu, th
contains the list of the workgroups which the
user is member of

at

4. The court clerk enters the Investigation Pha
WG, that he/she is interested in

Se

5. The court clerk enters the Document Manag
service

jer

6. Displays the list of the documents that are
available from the investigation phase.

7. The court clerk selects the documents whic
he/she wants to download (possible multiple
selection)

N
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8. The system packs all the documents in one
archive and sends it to the user’s local file
system

9. The court clerk enters the Trial Case where
he/she wants to upload the archive

10.In the Trial Case Homepage, under the
workflow section area the court clerk selects the
“Upload Investigation Folder” task.

11.The court clerk completes the corresponding
form for uploading investigation documents

12. The president of the trial will receive a
notification message about the task to authorjse
the selection.

13.The president authorises the selection.

14.Inserts the new information in the database:
If the updating of the database is OK, the
system notifies by e-mail the law court
members about the uploading of the
documents.
If the updating of the database failed because
the trial already exists, the system displays
an error message saying ‘Trial already
exists’ and returns to 1.
If the updating of the database failed because
of problems with the database, the system
displays an error message and returns to 5.

UA3 - Create SecurE-Justice hearing data

Actor Action System Response

1. This use case begins when the court clerk lpgs
into the system by providing his smart card or
biometry identification.

2. Authenticates the user certificate utilising the
Security modulelf the user is not authenticated,
the system displays an error message and returns
to 1.
3. Displays the user interface with a menu, that
contains the list of the workgroups which the
user is member of

4. The court clerk enters the desired Trial Casge
WG
5.In the Trial Case WG Homepage, under the
workflow section area the court clerk selects the
“Create Hearing” task.
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6. Displays the user interface with the hearing
information to be filled. The parameters to be
specified are:
- The hearing date, a date/time;
The place, a string;
The court room, a string;
The president of the trial, a list of judges
registered with the one that was selected
before;
The first judge (if collegial type), a list of
judges registered with the one that was
selected before;
The second judge (if collegial type), a list
judges registered with the one that was
selected before;
The public prosecutor, a list of prosecutor
registered with the one selected before;
The court clerk, a list of the clerks register
to select one;
The list of the defendants;
The witnesses, a list of names.

The parameters can change from the trial to t

first hearing, to the second hearing and so or.

7. Fill in the form with the required information
about the hearing and press the CREATE but
(Screenshot 3).

(on

8. The president of the trial will receive a task
authorise the creation of the hearing.

9. The president authorises the creation of the
hearing (Screenshot 4).

10. Inserts the hearing in the database:

If the updating of the database is OK, It
notifies by e-mail the law court members
about the creation of the hearing.

If the updating of the database failed becs
the hearing already exists, the system
displays an error message saying ‘Trial
already exists’ and returns to 5.

If the updating of the database failed becs
of problems with the database the system

)

ed

he

juse

use

displays an error message and returns to

5.
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Screenshot 3: Preparing hearing details form.
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Screenshot 4: Check

the hearing details form.

UA4 - Remote connection and video conferencing

Actor Action

System Response

1. The conference manager enters the Securk

Justice Platform

2. Displays the user interface with a menu, th
contains the list of the workgroups which the
user is member of

3. The user enters the desired Trial Case WG

4. The user enters the calendar service and s¢
the “create meeting” option

2lects

5. Displays the user interface with the meetin
information to be filled. The parameters to be
specified are:
- Language

Title

Abstract

Date

Library Section

Type of the meeting (e.g. Videoconferenc

Date/Time

Location

Users Involved

JS

D
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6. Fill in the form with the required information
about the hearing and presses the CREATE
button (Screenshot 5).

7. The SecurE-Justice platform sends
notifications to the involved users that they ar
invited to participate to the meeting

8. After the conference ends, the confere
manager logs into the recording video stat
connects with SecurE-Justice platform
uploads the conference recording into
Videoconference section in Document Manag

nce
on,

and

the

er.

9. Everything that is uploaded to this section
requires the approval of the judge.

10. The president of the trial will receive a tas
to sign the conference record.

11.The president signs the file.

12. Notifies the participants about the

availability of the record.

Screenshot 5: Creating meeting form.
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UAS - Complete hearing

Upload document

t

Actor Action

System Response

1. This use case begins when the authorised {
logs into the system by providing his/her smar
card.

user
t

2. Authenticates the user certificate utilising tk
Security module.

If the user is not authenticated, the system
displays an error message and returns to 1.

3. Displays the user interface with a menu, th
contains the list of the workgroups which the
user is member of

4. The authorised user enters the desired Tria
Case WG

5.In the Trial Case WG Homepage, under the
workflow section area the authorised user selg
the “Upload document” task.

2Cts

6. Displays a form with the required informatig
about the documents:
the title, a string;
the author, a string;
the person who presents it (defence,
accusation, court clerk), a list of strings;
the hearing section
the type of document (hearing report,
transcription, annex, other)
the language, a string;
the version, a number;
the digital signature over the document;
the password to protect the contents;
the ranking (public, internal, limited);
the abstract;
the issue date;
the status (draft, final, released).

7. Fill in the form with the information of the
document to be added and presses the SUBM
button (Screenshot 6).

{

T

8. The president of the trial receives a
notification message about the task to author
the newly uploaded documents to the hearing
section.

9. The president authorises the adding of the
document (Screenshot 7).
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10. Inserts the document and its characteris
in the database.

stics

If the updating of the database is OK, the
information to index is sent to the

Information Retrieval module that generg
the archive indexes. If the indexing is C

tes
K

the system notifies the law court members by
e-mail about the addition of the document to

the hearing.

If the updating of the database failed because
of problems with the database the system

displays an updating error message
returns to the step 7.

Screenshot 6: Document upload form.
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Screenshot 7: Check the uploaded document form.

Close hearing

Actor Action

System Response

1. This use case begins when the court clerk |

into the system by providing his/her certificate|

DYS

2. Authenticates the user certificate utilising tk
Security module.

If the user is not authenticated, the system
displays an error message and returns to 1.

ne

3. Displays the user interface with a menu, wi
the WG that the court clerk has access to

th

4. The court clerk enters the desired Trial Cas
WG

e

5. In the Trial Case WG Homepage, under the
workflow section area the court clerk selects t
“Close Hearing” task.

ne

6. Displays the hearings of the trial selected.

7. Select the hearing to close.

8. Displays a form to insert the closure date

9. Insert the closure date and presses the Clo
button.

e

5
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10. The president of the trial receives a task t
authorise the closure of the hearing.

11. The president authorises the closure of the

hearing

D

12. Inserts the hearing information in t
database.

If the updating of the database is OK, the sys
notifies the law court members by e-mail ab
the closure of the hearing.

If the updating of the database failed becaus
problems with the database the system disf

he

tem
out

e of
lays

an updating error message.

UAG - Close trial

Actor Action

System Response

1. This use case begins when the court clerk |

into the system by providing his/her certificate|

DJS

2. Authenticates the user certificate utilising tk
Security module.

If the user is not authenticated, the system
displays an error message and returns to 1.

ne

3. Displays the user interface with a menu, wi
the workgroups that the court clerk has accesg

4. The court clerk enters the desired Trial WG

5. In the Trial WG Homepage, under the
workflow section area the court clerk selects t
“Close Trial” task.

ne

6. Displays a form with the information about
the trial.

7. Insert the closure date and presses the Clo
button.

e

5

8. The president of the trial receives a task to
authorise the closure of the trial.

9. The president authorises the closure of the
trial.

10. Updates the information about the closure
the trial in the database.

If the updating of the database is OK, the sys
notifies by e-mail the law court members abo
the closure of the trial.

If the updating of the database failed because
problems with the database the system disple

th

s to

of

tem
Uit

> Of
AY'S

an updating error message.
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UA7 — Consultation

Actor Action

System Response

1. This use case begins when the e-court

logs into the system providing own credentials.

user

2. Authenticates the user certificate utilising tk
Security module.

If the user is not authenticated, the system
displays an error message and returns to 1.

3. Displays the user interface with a menu, wi
the workgroups that the user has access to

4. The user enters the desired Trial Case WG

5. At the top right corner in the Trial Case V|
Homepage, he/she selects the search option

VG

6. Selects the “Basic Search” option

8. The user can formulate the query providing
information required by the system to execute
query.

The user can use the history file to recall an
guery and submit it again or modify it.

When the user is satisfied with the formulation

he/she presses the FIND button to execute
query.

the
the

old

the

9. The system syntactically verifies the qu
and:

a. If the query is correct evaluates it a
displays the list of retrieved documents;
If the query is not correct the system notif
the user with an error message and disp
again the basic search interface.

b.

7. Displays the basic search graphic interface.

ne

th

bry
ind

ies
lays

10. The user can browse a document from
retrieved list.

the

11. The system executes the operation and:

a. Display the document selected;

b. If the user selects new query option, the f
goes tostep 6

ow

12. The user can save the query and its
document list.

13. The system executes the saving of the q
and the document list in the personal user hig

uery
tory

file and notifies the user.

Page 63



SecurE-Justice 1IST-2002-507188 D13 - The SecurE-&iestsynchronous Pilot

7. DEMONSTRATION SITE: WHERE & WHO.

This section describes all details concerning itewghere will be installed the pilot and also the
end user involved (i.e. who).

7.1 WHERE

Napoli Court House

The Italian site for the demonstration of SecurBtide Synchronous Pilot is the Napoli Court

House (see Figure 25). It is located in NapolizP&E. De Nicola. The selection of this site was
decided by the Italian Ministry of Justice takemoirronsideration the objectives that it needs to
achieve from the demonstration, and that is to tmatgpical site with the infrastructures available

in most courts to manager all kinds of trials and¢ able to validate the system in managing not
only small and medium, but also big trials.

Figure 25: Napoli Court House photo.

Courtroom physical layout.

The Court room used for the demonstration of Sedudice system is the Bunker Court. This
Court Room is equipped with the infrastructureseissary to manage, not only small and medium
trials, but also “maxi trials” or big trials withlat of defendants.
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Courtroom infrastructures.
To guarantee all the functionalities of the Seciduistice system, the courtroom was equipped with
the following infrastructure:

. some microphones to capture the audio of thergahases;

. one Audio Mixer;

. some video cameras to capture the video of thargphases;
. one Video Mixer.

Alessandria/Novara prison

In a dedicated room of the prison, the hardwarede@dor demonstrator pilot is a simple PC
equipped with audio/video devices, called VideaStat

DNA office in Roma

HD/SW infrastructures

The hardware needed for demonstrator pilot is gpleinPC equipped with audio/video devices,
called VideoStation. The client software — instllen PC - is the interface offered by the
synchronous part to the end users. The clientotiecommon interface with all the functionalities
presented in a simple way. The basic requiremethieotlient software is to allow audio and video
communication, with a notification about the setgukevel of the ongoing communication, and the
ability to send text messages during the calld) Wi same security level of the real time session.

DNA office in Napoli

HD/SW infrastructures
The HD/SW infrastructures are the same of the alt®scribed for the DNA office in Roma.
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7.2 WHO

This subsection is aimed at showing the main nol@lved in the Italian pilot at presenting their
rights and their main activities in the trial pha$be selection of person that will hold the specif
role during each demonstration will be decided bg fttalian Ministry of Justice taken into
consideration the objectives that it needs to aehénd the availability of person himself.

Judge conducts the trial, passes the judgment and sestecting as a third party. Judge is in
charge of evidence gathering during trial and giesuising the recording of the proceeding. He
must formulate a verdict and he has to write amiopion it, if required.

Prosecutar during the trial phase the prosecutor represents of the counterparts - that is the
accuse - and its main task is to plead in Courttanchallenge or to enforce the decisions of the
judge.

Court Clerk supports the judge in hearings recording, heewré record of what happens during the
hearings and signs the records as well as the jddge.

Lawyer. A lawyer is a person licensed by the state tasadelients in legal matters and represent
them in courts of law and in other forms of dispugsolution.
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8. CONCLUSIONS.

In conclusion the SecurE-Justice system was degdlapcording to the End User requirements and
specifications identified at the beginning of thejpct. The demonstration pilot of the Italian site
will be very important because the legal proceeslindl be managed by the system.

In particular the videoconference feature, both tMMideoconference and Point to Point
Videoconference, specifically asked to manger bgdliaCourt House, will test the reliability of the
system with a very important characteristic of SEedustice.
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