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1. EXECUTIVE SUMMARY. 

 
The objective of this deliverable is to describe both the integration of the final prototype for the 
Synchronous Pilot of the SecurE-Justice system and the demonstration phase. The demonstration 
activities of Synchronous Pilot will be carry out in Italy. 
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2. INTRODUCTION. 
 
 

2.1 PURPOSE 
 
The SecurE-Justice project aims at introducing an advanced information management system in the 
field of justice to manage three main phases and in particular: 
 

1. The investigation phase which follows the breach of a criminal law up until a suspect (or 
suspects) is being prosecuted. The main feature of this phase is that it is investigative. It 
involves actions and activities relating to the investigation of the commission of the crime, 
the collection of evidence (including witnesses and testimonies) and the questioning of 
suspect(s); 

 
2. The criminal action phase is the continuation of the previous phase after the identification of 

the accused person, who will be notified of the investigation on his behalf so he can start 
preparing his defence. This phase ends with a decision whether to prosecute or not, normally 
taken by the prosecutor; 

 
3. The debate phase concerns procedures and processes of hearing in the trial phase (i.e. court 

room). It involves activities such as the hearing of witnesses, and the examination of 
evidence. The phase ultimately ends with a decision as to the guilt of the suspect(s) and a 
decision on conviction (sentence). 

 
The SecurE-Justice system provides a common platform to manage all these phases using a unique 
collaboration framework and an innovative technological solution to integrate and define a 
workflow model to facilitate the continuous collaboration of the investigation authorities and the 
judging magistrate within a secure and private working environment ensured by security devices 
embedded within SecurE-Justice platform. 
 
The purpose of this deliverable is to present the technical integration of the final prototype for the 
Synchronous Pilot of the SecurE-Justice system and his demonstration. 
 

2.2 DELIVERABLE OVERVIEW  
 
This deliverable is structured as follows: 
 

o Section 3: provides an overall picture of the SecurE-Justice final prototype and the different 
modules that compose the system; 

o Section 4: presents a description of the prototype modules and their functionality; 
o Section 5: describes the relationships among the SecurE-Justice modules. 
o Section 6: describes the demonstration activities that will be done during the pilot; 
o Section 7: presents the location where SecurE-Justice will be demonstrated and who will use 

the SecurE-Justice system. 
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3. PROTOTYPE OVERVIEW . 

3.1 INNOVATION CONCEPTS 
 
The SecurE-Justice system extends the collaboration framework used to provide innovative and 
technological solutions for the judicial systems; in particular for the investigation and debate phase 
of a typical trial, it defines a common framework and workflow model to enable and facilitate the 
continuous collaboration of the investigation authorities and the judging magistrate. The system 
extends the collaboration platform adding content and collaborative-specific set of applications and 
interactive services, embedded in a framework that controls the data flow between the user 
(different user-access levels to be supported) and the different application-specific modules. 
 
The SecurE-Justice system constitutes a suite of modules that implement the logic for workflow, 
electronic record management, virtual teams management, supporting profiling and secure 
navigation of users, simulating Internet/Intranet PA operations and interactions (internal and 
external respectively) through ‘standard’ and intelligent interfaces, groupware processing facilities 
for implementing elaborate collaborative judicial virtual team scenarios utilizing a dedicate security 
infrastructure to guarantee the authentication of information and non repudiation of evidence. All 
the system is designed around the effective satisfaction of the user necessities, so it is a strongly 
user driven design. 
 
The below Table 1 and Table 2 show the actual phases of a process and how they are reengineered 
with the SecurE-Justice system for the investigation and debate phases; concretely the SecurE-
Justice common framework solves all actual limits and weaknesses linked to a manual paper-based 
management process by providing a secure communication and collaboration framework thus 
enabling an automated electronic process. 
 
Investigation Phase 
 

Actual Process SecurE-Justice enabled re-engineered process 
Ö Receipt of the investigation documentation 
Ö Acquisition of the investigation 

documentation 
Ö Registration of the reached material 

Ö Receipt or acquisition of the investigation document in 
digital format 

Ö Archive the information in the central database 

Ö Verification and first cataloguing  Ö Acquisition in digital format 
Ö Storage 

 Ö Cataloguing 
Ö Indexing 

Ö Analysis Ö Analysis, publication and sharing of the results of the 
analysis 

Ö Production of the legal proceedings Ö Production of the legal proceedings 
 

Table 1: Investigation phase reengineering. 
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Debate Phase 
 

Actual Process SecurE-Justice enabled re-engineered process 
Ö Receipt of the  paper documentation of the 

trial  
Ö Hearing manual scheduling  
Ö Registration of the reached material 

Ö Hearing initiation (Workflow process) 
Ö Acquisition of the investigation documents in digital 

format from the previous phase 
Ö Archive the information in the central database 
Ö Online Hearing Scheduling 
Ö Online Notification 

Ö Witness testimony, expert examination and  
indicted deposition inside the courtroom 

Ö Remote witness  testimony, expert examination and 
indicted  deposition  

Ö Remote document exchange and evidence presentation 
Ö Storage and indexing 

Ö Final judgment and trial closure Ö Final judgment  
Ö Trial closure (Workflow process)  
Ö Document archiving 

Ö Production of the legal proceedings Ö Production of the legal proceedings 
 

Table 2: Debate phase reengineering. 
 
 
According to the two phases of the judicial action mentioned above, the main requirements 
concerning security constraints and functionalities, that the SecurE-Justice environment includes, 
are described in the following Table 3. 
 
 

Investigation Phase Trial and Debate phase 
Secure Police to Police document and message 
exchange asynchronous (evidence collection) 

Secure Pre-Trial document and evidence collection 

Secure record keeping and consulting Case initiation and management based on 
investigation documents  

Remote Scheduling of upcoming events Management of remote deposition using 
audio/video and documents exchange 
(synchronously) :  experts examination, 
interpreters translation, witness needing protection, 
dangerous criminals, and victims and handicapped 
people with difficulty of movements    

User profiling and role management User profiling and role management 
virtual teams management Data archiving (audio/video/text) 

 
Table 3: Security constraints. 

 
 
 
The following figures (Figure 1 and Figure 2) try to better show the overall schema of pilot. 
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Figure 1: Trial phase supporting system overall schema. 
 
 

 
 
 
 

Figure 2: Synchronous part overall schema. 
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3.2 ARCHITECTURE 
 
The SecurE-Justice case process system enables a given community (comprising actors and 
stakeholders that belong to different judicial or law enforcement authorities geographically spread), 
to maintain a secure, private working environment on the Internet where they can collaborate, share 
information and knowledge, manage electronic records, documents, participate in discussion and 
utilize secure live audio-visual streaming content and Workflow features. The functionality to be 
provided are used to automate specific phases of the process of a case from the moment of its 
initiation, from the Investigation till the Hearing in the Court of trial, while integrating at the same 
time existing information systems and tools with the new functionality. The general software 
architecture of the SecurE-Justice system is presented in the following Figure 3. 
 

 
 

Figure 3: System architecture. 
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The SecurE-Justice System is basically divided into three main subsystems: 
 

·  a non real time subsystem; 
·  a real time subsystem; 
·  a security back-end.  

 
The real time subsystem consists of the videoconferencing application, the front-end being the 
video station, through which the user accesses the videoconferencing application provided by the 
MCU. 
 
The non real time subsystem is the collaboration tool, which is a standard web application, having a 
standard web browser as possible client. This subsystem has two logical components: the 
application server itself that acts as a front-end and the database server used to store the 
information. Furthermore, the application server acts as glue for other services, such as user 
authentication services by interacting with the user account database. 
 
The security backend includes all the servers that are used to store and provide security-related 
information, like digital certificates, timestamps, and authentication data. 
 
While in the physical architecture of the SecurE-Justice prototype (Figure 4), many of the server 
side components are included in a single machine due to hardware and budget constraints, in this 
logical view of the system we will keep them separated. The underlying transport network is 
assumed to be an IP based. 
 

 
 

Figure 4: System architecture: some detail. 



SecurE-Justice IST-2002-507188                                                                                                     D13 - The SecurE-Justice Synchronous Pilot 

 

Page 10

   
 

 

3.3 FUNCTIONALITIES: THE MODULES 
 
Non real time security modules: overall subsystem description. 
 
This section describes the Collaboration Platform security aspects for the asynchronous tasks 
service components and the main platform security functionality and the possible solutions to 
address SecurE-Justice security concerns. 
 
The main objectives that have been considered to create a secure environment are the following: 
 
�  Authentication: guarantees that the service is only accessible from users with a verified 

identity. 

�  Authorization : guarantees that the authenticated person has the right to access the services or 
data.  

�  Confidentiality : guarantees that the data passed between the requester and provider cannot be 
intercepted or accessed by a third non-authorised party.  

�  Integrity : guarantees that data passed between the requester and provider has not been modified 
or tampered with by a third non-authorised party. 

�  Non-repudiation: guarantees that the sender of the message cannot deny that he/she sent it at a 
later point in time. 

�  Accessibility: ensures that the service is always accessible and that it is not impaired by attacks, 
like denial-of-service attacks (DoS), from outside or inside the system hosting the service. 

 
These objectives were achieved through: 
 
�  Secure data transfer with the SecurE-Justice client tier applications (web browsers, 3rd party 

applications). 

As a Web-based service the SecurE-Justice Collaboration Platform most vulnerable part is the 
communication with its users. Collaboration Platform provides a high level of security through 
HTTPS, avoiding any unauthorized access to sensitive information. 
 

�  Secure data transfer with SecurE-Justice persistence tier applications (databases, LDAP). 

The Collaboration Platform facilitates the communication of all service components with 
persistence layer resources. In order to secure this data communications SSL (Secure Socket 
Layer) technology is used. 
 

�  Encoding stored data. 

Since the system deals with sensitive criminal case information, Collaboration Platform is 
encrypting stored data in its various modules (database, LDAP or file system) via proven 
encryption algorithms (TRIPLE DES, AES, BLOW FISH, etc.). This Collaboration Platform 
feature increases the system security and protects data even in case that an unauthorized person 
has physical access to the hosting server(s). By applying this solution, it is not possible to read 
data that is stored on Collaboration Platform, without applying decoding algorithms and the 
possession of the respective encryption keys. 
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Digitally signed documents. For the management of documents, Collaboration Platform considers 
all material that is transferred through the system. That means that Collaboration Platform considers 
E-mail as well as an SMS message or a Chat transcript as a document. By incorporating 
Certification Authority (CA) functionalities (using EJBCA), allowing the CA to operate as part of a 
Public Key Infrastructure (PKI), we ensure the user that he is getting the document from the right 
user, as well as guarantee non-repudiation of the documents. 
 
Real time security modules: overall subsystem description. 
 
The real time subsystem, the videoconferencing application, has basically two usage areas: the 
actual videoconferences and the MCU management. In both cases the user accessing the core 
system, the MCU, needs to be authenticated and authorized. In the SecurE-Justice project the real 
time subsystem activities have been divided into two pilot demonstrators, each one targeted on a 
particular user and security need. 
 
The first “Multi Video Conference” demonstrator is intended to be immediately deployable for 
supporting secure multiconferencing over IP and consists of a real multi-tier environment with a 
central MCU doing the video mixing and encryption key management. This demonstrator will 
provide user authentication, signalling messages encryption, authenticity and integrity and real time 
media encryption with integrity control information. The second “Non Repudiable SIP Based Video 
Conference” demonstrator is intended as a research pilot for mid to long term application and 
includes full non repudiation support for both signalling and media flow. This second demonstrator 
will not include the usage of a multiconferencing unit (MCU). 
 
The reason of separating these two pilots are related basically to the unavailability of standard 
definitions for including digital signatures in signalling messages and to the fact that non 
repudiation for media flows is still at a theoretical research stage. The decision then has been to split 
the security features which, with limited modification, can be integrated in the SecurE-Justice 
framework with sufficient quality and stability from the feature that are still unstable and not suited 
for a production environment. 
 
In this document we describe both the first and the second pilot. 
In order to demonstrate the “Multi Video Conference” will be prepared a secure multiconferencing 
over IP between Napoli Court Home and two prisons, one in Alessandria and one in Novara, instead 
for the demonstration of “Non Repudiable SIP Based Video Conference” the pilot will be hosted by 
DNA (National Antimafia Bureau) and in particular between an his office in Roma and another one 
in Napoli.  
 
Security backend: overall subsystem description. 
 
The security system backend includes all the components devoted to provide security related 
information. The subsystem components may be integrated within other subsystems or may be 
network connected, depending on their functionality. The SecurE-Justice security backend includes 
a Certification Authority (CA), a Time Stamping Authority (TSA), the user account directory and 
the biometric data storage. 
 
The CA is used to release digital certificate, along with a key pair for each certificate, and to 
maintain certificate revocation lists. The TSA releases certified time stamps to be included in the 
documents or signalling messages for non repudiation purposes. Both these components are 
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network connected and publicly reachable from the internal network, providing only public 
information needed to verify signatures and encrypt documents. 
 
The user account directory is a fundamental part of the Collaboration Platform collaboration tool, 
but is also provided as an external lookup service that is actively used by the real time subsystem 
(for conference management and access). It contains the list of user accounts and the corresponding 
profile, and serves as the basis for the authentication and RBAC based authorization process. 
Collaboration Platform also exposes an authentication and authorization service, that can be used by 
any external application requiring user authentication and is useful to maintain only a centralized 
profile database. 
 
The biometric data storage component keeps a database of correspondence between biometric data 
and user information, it is used by the 3d face reader to get a matching between who is read and 
who has been previously enrolled, to identify the user and, in the case of smartcard + biometric 
authentication, to unlock the SC features. 
 
Apart from the user account directory that is described in chapter 4 of this deliverable, in the 
following we will describe the PKI infrastructure (TSA and CA) and the biometric authentication 
component. 
 

3.4 VIDEO CONFERENCE AND SIGNALING 
 
The main focus of this deliverable is on the synchronous pilot, then is mandatory a technical 
description about the video conference. 
 
In many phases of the judicial process a direct collaboration (real time) between different actors is 
required like, for example, a private conversation between two DNA offices or an interrogation 
(e.g.: Napoli Court Home �  Alessandria / Novara prison). This way of interacting is here called 
“synchronous interaction” and needs the same or even higher security level as the asynchronous 
interaction. The reason is that real time communication includes sending voice and video images of 
the involved actors that are potentially more sensible data than a simple signed document.  
The core of the synchronous communication services of the SecurE-Justice system is the secure and 
flexible videoconferencing system. The videoconferencing system is completely based on IP, using 
SIP as a signalling protocol and RTP as a real time media transport protocol. 
Since the main focus of the SecurE-Justice project is secure communication, both the signalling and 
media transfer part is secured through the use of advanced encryption schemas: RSA asymmetric 
cryptography with X.509 certificates for the signalling messages and AES or RC4 for the real time 
media. Novel algorithms have been evaluated for assuring loss-tolerant real time non repudiation 
and a complete integration with the PKI, CA and TSA modules have been implemented to automate 
certificate, time stamps and key distribution. 
This section includes a description of all the requirements for the synchronous communication from 
terminal and multiconferencing side. The basic schema of the synchronous communication is 
shown in the following Figure 5. 
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Figure 5: Synchronous communication: basic schema. 
 
 
 
The signalling part of a call, either video or audio, is the action of exchanging all the information 
needed for the endpoints to exchange the real multimedia data. The signalling part includes 
exchanging information about the media codec used and about the security level, including key 
exchange and encryption algorithm negotiation. 
Two standard signalling protocols are used in the current voice and video over IP applications, or 
more in general, IP telephony applications: SIP and H.323. H.323 is nowadays the most widely 
used IP telephony signalling protocol. It uses binary coding of signalling messages and has been 
conceived to be as compatible as possible with the ISDN Q.931 signalling. H.323 has been 
developed when the ISDN network was still the only available advanced telephone network, thus 
compatibility with it was not an option. During time H.323 has been extended with options and 
security support with the H.235 protocol. H.235 introduced signalling message certification, 
encryption and RTP encryption with algorithm negotiation. The protocol has now reached a mature 
status; it is stable and not further developed. 
 
SIP, the other IP telephony signalling protocol, is rapidly emerging as the future solution for IP 
telephony. It has been designed to be well integrated in the current Internet and Web architecture, 
without taking into particular account the need to be compatible with the PSTN network. It is 
currently not widely used in commercial application, but its wide availability of services and 
simplicity to develop and deploy in existing IP networks has brought on it the attention of all the IP 
telephony vendors and customers. In addition to simple session setup, SIP allows the creation of 
instant messaging and presence applications and, with the ability to transport MIME contents, even 
file transfer applications are possible. SIP is similar to other protocols like HTTP and RTSP, having 
a “request method/answer code” exchange flow. SIP messages have the following characteristics: 
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·  plain text messages; 
·  e-mail like format; 
·  can be encrypted with digital certificates; 
·  may transport MIME contents. 

 
 
SIP, if compared with its current rival H.323, offers a much more flexible and easy to implement 
environment, allowing rapid services creation and a simpler integration with security infrastructure.  
Both SIP and H.323 have been considered in the development of the SecurE-Justice architecture, in 
order to evaluate the security level of both the protocol and to cover the real communication needs 
of a judicial environment. 
 

3.5 PROTOTYPE CONFIGURATION 
 
Details regarding the prototype configuration are illustrated in § 3 of Deliverable D14. 
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4. PROTOTYPE MODULES DESCRIPTION. 
 
This section provides a detailed description of all system modules involved in the project 
functionalities. All modules are fully integrated in the SecurE-Justice system. 
 
 

4.1 NON REAL TIME SECURITY MODULES 
 
�  Authentication/Authorisation module of the SecurE-Justice Collaboration platform 
 
Informative data 
In order to meet the user requirements for high level security on the system, SecurE-Justice 
platform implements 3 basic ways of authentication: 
 

1. Standard login – Standard login procedure, requiring from users to provide user name and 
password. This particular process is additionally secured in SecurE-Justice platform using 
various techniques (e.g. HTTPS, client side certificates, etc.); 

2. Java cards – Confident, reliable and secure environment for executing the applications 
and/or storing the data. In addition, by using Java cards an application achieves a good level 
of interoperability. In the context of SecurE-Justice project, Java cards are utilised for 
storing the user certificates and the digital signatures; 

3. Biometry – This authentication method automates the recognition of a person based on 
her/his physiological characteristics.  The following can be listed among the measured 
features: face, fingerprints, hand geometry, handwriting, iris, retinal, and voice.  The method 
provides non-invasive, non-contact procedure and requires limited interaction with the user 
thus being very user-friendly. 

 
The authentication devices are located in the end-users system, whereas the authentication module 
back-end is located in SecurE-Justice Collaboration server (see red circle in Figure 6). 
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Figure 6 - Position of the authentication module in the overall system architecture 
 
 
The authentication module is a standalone module (i.e. provides only security features). 
 
 
Smartcard Authentication 
The following entities are involved in this process: 

o On-card application; 
o Applet invoked in the browser; 
o Authentication Web service; 
o Set of Web services (e.g. certificate verification Web service) implemented on Certificate 

Authority server. 
 
Whenever the user accesses the login page, a login applet is invoked. That applet reads from the 
card a predetermined set of data. Such set is encrypted with the user password (or pin) using a 
symmetric encryption algorithm and is signed with the user certificate. The signing procedure is 
performed on the card (on-card application performs the operation) since the user’s private key is 
necessary for this. The message (digitally signed), along with the username which is not encrypted, 
is sent to the server over the authentication Web service, responsible for performing the logging 
procedure. The server receives the message and checks whether a user with the supplied username, 
exists within the database. In addition, it contacts the responsible Certificate Authority (CA) 
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through a dedicated Web service and verifies the certificate that has been issued to this user. In case 
the certificate is valid and is not included in the revocation list, the digital signature of the message 
is verified. In case the verification procedure of the digital signature proves that the message has not 
been compromised, the message is decrypted with the user’s password (or pin). In case the set of 
sent data is valid (i.e. data is the same as in the database), a positive server response is sent to the 
applet, the user is considered authenticated and the applet redirects the user to the application home 
page. On the other hand, in case the message signature is not verified or the decrypted data does not 
match the existing, an error message is sent back to the applet which accordingly presents the 
appropriate message to the user. The above described solution is possible to be further enhanced in 
terms of security, by extending the whole process with the so called “double-handshake”.  
 
 
Biometric Authentication 
A specialised hardware performs the biometric authentication directly against the previously stored 
biometric data. In case the authentication is successful, the corresponding software component 
sends the user unique identification to the SecurE-Justice platform for authorisation and further 
access to the other services and to the platform resources. In addition, Biometric Authentication 
component performs actual check and sends to the SecurE-Justice platform a confirmation that the 
authentication has succeeded, along with the identification data. Otherwise, access is denied by the 
Biometric Authentication system infrastructure. On the SecurE-Justice platform side, the data 
signature is verified, and if no tampering is detected, the data is accepted and decrypted. This 
scenario requires that ActiveX component (or the application that supports recognition hardware 
attached to a workstation) has its own certificate (issued by the Certificate Authority) and a private 
key store file that will be used for data signing. This particular certificate should be attached to the 
device during the installation procedure. The data is encrypted with the components’ (software or 
hardware) public key (part of the certificate), signed with the certificate and sent to the server (the 
server holds the private key that will be later used for decryption). It is considered that the 
controlling application (or ActiveX) is not transferred through the network, but installed directly on 
the workstation. In this way, only one certificate is required and issued by the Certificate Authority. 
However, there is always the possibility to have different certificates for every hardware device or 
software component in the system. The scenario presented above can be further enhanced by 
sending the serial number of the device (if available) and/or the IP address of the workstation. 
These values can be stored for comparison reasons within SecurE-Justice database, so only requests 
coming from these clients would be considered valid. 
 
 
Internal structure of the module 
The authentication module consists of the server-side part and the client-side part. The server-side 
part receives various requests from the clients. It then performs appropriate verification of the 
supplied data, and sends the responses back to the clients. Internally, the users’ data is stored in the 
database (optionally on LDAP). The Authentication module performs queries on the data storage 
and determines whether the supplied credentials are valid, by comparing them with the stored ones. 
The credentials of the user are stored in the database in encrypted form (Figure 7). 
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Figure 7 - Block Diagram of the Authentication module 
  
Depending on the type of the authentication, there are various sets of information exchanged 
between the client- and server-side of the module: 
 

1. Standard login sends (through HTTPS) the user supplied unique identifier and 
password; 

2. Java Card sends to the Java applet embedded in the login page, the user related data 
stored on the java card, encrypted with the password and signed by the user 
certificate, also stored on the card; 

3. Biometric Authentication application determines the user identity by comparing the 
acquired data with the data already stored in the database. In case the user is 
recognised as valid, the biometric module client sends the unique identifier (through 
a Web service) to the authentication module, in order to confirm the user identity.  
An appropriate XML Schema is defined for the message exchange. 

 
 
The main data storage place of the authentication module is the central database of the collaboration 
platform. Inside this database, all the necessary user data, required for the authentication 
mechanism, is held. The access to this data is granted through dedicated Web services that expose 
the necessary methods for authenticating the users. 
Furthermore, the data required to perform Java card based authentication is the user certificate, the 
private key and the personal data that is stored on the Smart card, along with the password (or pin – 
personal identification number) that is supplied to the user. The public key is stored by the CA. The 
signing procedure is performed on the card (on-card application performs the operation), since the 
user private key is necessary for this. This is done on-card since the user private key can not be 
transfer over the network. This ensures the secure environment but on the other hand causes low 
performance issues due to the limited processing capabilities of the cards. However, as in SecurE-
Justice security is the first and stronger requirement, it is always treated in favour of the other 
issues.  
 
Usage instructions 
The SecurE-Justice Collaboration platform contains extensive on-line help, along with instructions 
for standard login, as well as for Java Card usage. The documentation for all external modules (e.g 
the Biometric authentication) is provided separately along with the modules’ installation 
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�  Document storage and encryption  
 
Informative data 
In addition to the communication security, the vulnerability of sensitive data stored on the network 
servers (Database, LDAP, Files) is also considered in SecurE-Justice prototype. It is evident that 
secure communication or perimeter defences like firewalls cannot protect stored sensitive data from 
internal threats, namely individuals that have the means to access and exploit the data. To prevent 
this kind of threats, the sensitive data that is stored in the database or LDAP and on the file system 
is encrypted, using the each case most proper algorithm (symmetric or asymmetric). 
 
Position in the system architecture 
The document encryption functionality is located in the non-real time part of the system, in the 
SecurE-Justice Collaboration server (see red circle in Figure 8). 
 

 
Figure 8 - Position of the encryption module in the overall system architecture. 

 
 
Type of module 
Encryption is a supporting functionality in the document managing (digital library) service. The 
encryption of the documents is only related to protecting the sensitive information even in case that 
an unauthorised person has physical access to the hosting server(s). Moreover, sensitive user related 
data (passwords) is stored in encrypted form in the database. 
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Interfaces and message exchange 
The following scenario (Figure 9) has been considered in SecurE-Justice platform: 

o The user sends a request via HTTP/HTTPS – Transfer for sensitive information to the 
SecurE-Justice system; 

o SecurE-Justice platform sends request for cryptographic operation; 
o The Encryption functionality executes the cryptographic operation and the resulted 

encrypted data is stored in the database. 
 

 
 

Figure 9:- SecurE-Justice encryption scenario. 
 
 
Main security functionalities 
Since the system deals with sensitive information, SecurE-Justice platform performs encryption of 
the stored data in its various modules (database, LDAP or file system) via proven encryption 
algorithms (TRIPLE DES, AES, BLOW FISH, etc.). This feature increases the system security and 
protects the data even in the case that an unauthorised person has physical access to the hosting 
server(s). By applying this solution, it is not possible for anyone to read data stored on SecurE-
Justice platform without applying decoding algorithms. 
 
Technical description of implemented features 
The Encryption facility provides a set of services available through the collaboration platform and is 
an integral part of SecurE-Justice platform. Thus, it is implemented in Java programming language. 
The Encryption facility has been developed and enhanced on top of the Digital Library module 
existed in Collaboration Platform collaboration platform. The developed encryption strategy 
considers many factors, such as encryption in/outside database, possibility to have customised 
encrypting mechanism, etc. Symmetric ciphers have been implemented where the encrypting party 
provides a decrypting key to the trusted parties. The key is identical to the one used to encrypt the 
content (e.g. when uploading a file). The block cipher encrypts a batch of plaintext symbols into an 
equal length of cipher text symbols. The main advantage of a block cipher is the diffusion, where 
bits or bytes are dispersed throughout the cipher text such that a single change of one bit affects the 
position of multiple bits during subsequent rounds. The block ciphers use a block size of 64 bits. 
The message is broken into multiple blocks and each block is encrypted separately by the block 
ciphers. The encryption algorithms applied to the documents in SecurE-Justice digital library are 
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based on the Cipher Block Chaining (CBC) mode. In CBC Mode, each plain text block is XORed 
with the previous cipher text block before being encrypted. 
The encryption algorithm that has been used in the SecurE-Justice platform is the 3DES. 3DES is a 
variety of the DES algorithm but with multiple (triple) encryption steps. It encrypts the plaintext 
once, then decrypts it with the second key, and encrypts it again with the third key (outer CBC 
mode used for CBC). The supported key length is 168 bits 
 
 
Data exchange 
The corresponding data flow is illustrated in Figure 10 and analysed in Interfaces and message 
exchange. 
 
Data storage 
The encryption process is implemented on data stored in the SecurE-Justice database and files 
stored in the file system. The encryption is performed in SecurE-Justice execution environment 
(SecurE-Justice system services), outside the SecurE-Justice system database (Figure 10). A great 
benefit of this solution is that it provides a secure key management strategy that separates the 
encryption key from the encrypted data (stored in the database and the file system). The security of 
the encryption scheme must depend only on the secrecy of the key, and not on the secrecy of the 
algorithm. Therefore, the encryption keys are stored separately from the encrypted data in SecurE-
Justice database, which stores the relationship between a specific file and an encryption/decryption 
key. The access to SecurE-Justice database is determined through the Role Based Access Control 
(RBAC) mechanism.  
 
  

 
 

Figure 10:- Block Diagram of the Encryption mechanism. 
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Usage instructions 
In SecurE-Justice platform, when a document is uploaded, the user is capable to encrypt the 
document by filling in the corresponding field under the security tab (Figure 11). 
 

 
Figure 11:- Encryption of a document. 

 
 
 
 
�  Document Signing 
 
Informative data 
The SecurE-Justice platform supports the uploading of documents to the server in the Document 
Managing Service. These documents can be files of various formats - MS Word .DOC files, Adobe 
Acrobat .PDF files, MS Excel .XLS files, JPEG and GIF images, text files, etc. In order to track the 
user’s identity and to guarantee nobody tampered with documents after their sending, it is necessary 
that the system can offer to the users the ability to digitally sign the files being sent. 
For the SecurE-Justice platform, a digital signing mechanism has been enabled to run on top of the 
document managing service. The document signing is required to offer integrity and non-
repudiation.  In order to allow the use of the digital signing procedure in SecurE-Justice platform, a 
“link” was established with one of the existing and well known Certificate Authorities (CA); the 
EJBCA. The CA secures and establishes policies for issuing certificates to users. These certificates 
contain Public and Private Keys that can be used later when signing the documents, the e-mails and 
any other material. 
 
Position in the system architecture 
The digital signing module is located in the non-real time part of the system, in the SecurE-Justice 
Collaboration server. 
 
Type of module 
The document signing facility is a supporting functionality in the Digital Library service. The 
Signing of the documents is only related to ensuring integrity and non-repudiation. 
 
 
Main security functionalities 
A document (or other material uploaded on the platform) is signed during the upload process. The 
user certificate is validated and the revocation status is checked at this particular moment. In case 
the certificate is valid, the document is signed and the message digest is stored in the system 
database. 
When the document is accessed (downloaded) by other users, a verification is performed (i.e. the 
stored message digest in the system database is compared with the one obtained from the current 
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version of the document on the file system). In case the verification is successful, the user can be 
sure that the document is not changed and that is signed by a particular user. 
The ability to ensure that the signed message arrived is the original one means that the sender 
cannot easily repudiate it later. The digital signatures have two main attributes: 

o Signer authentication: A signature should indicate who signed a document, and should be 
difficult for another person to produce it without authorization; 

o Document authentication: A signature should identify what is signed, making it impossible 
to change either the signed item or the signature without being detected. 

 
Usage instructions 
In SecurE-Justice platform, when a document is uploaded, the user is capable to sign the document, 
by browsing his/her certificate under the security tab (Figure 12). 
 
 

 
 

Figure 12: Digital signing of a document. 
 
  
 
�  Role based access control (RBAC) module  
 
Informative data 
The Role Based Access Control (RBAC) module supplies authorisation functionalities to the 
SecurE-Justice platform.  Authorisation guarantees that the authenticated person has the right to 
access specific services or data.  
 
Position in the system architecture 
The RBAC module is located in the non-real time part of the system, in the SecurE-Justice 
Collaboration server. 
 
Type of module 
The RBAC module provides the authorisation mechanisms to the SecurE-Justice platform. 
 
Interfaces and message exchange 
The RBAC module is an internal module of the collaboration platform. It provides information 
concerning the users privileges according to his/her roles (profiles). Since access rights data is used 
within the system there are no external interfaces. However, the architecture provides easy exposure 
of the required functionalities through Web services and SOAP communication protocol. 
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Main security functionalities 
The access control mechanism in SecurE-Justice platform is implemented based on the principle 
“What You See Is What You Can Access to”. This mechanism is based on the users’ profiles, users’ 
privileges and operations. The type of access and the access that users will eventually have to the 
SecurE-Justice services are defined by pre-defined, as well as, customised user profiles.  
The SecurE-Justice platform defined a predetermined set of profiles and privileges. However, a user 
with appropriate rights can create new/custom user profiles and user privileges. The SecurE-Justice 
platform is flexible enough, to enable the user with appropriate rights to assign special privileges to 
a particular person or to a user profile for specific service items.  
The access control mechanism enables customised user views and provides several different levels 
of data protection, in other words, the user as a member of a workgroup, is assigned a Profile that 
determines his/her access privileges to the various services of the workgroup.  
 
 
�  CA service 
 
Informative data 
The SecurE-Justice collaboration platform Certificate Authority will be used for all digital 
certificate management within the system, including Certificate Revocation List maintenance. 
The Certificate authority provides digital certificates for various purposes within the SecurE-Justice 
system. Digital certificates that are used for content (documents, messages, video conference 
archives) signing as well as for user authorisation are issued by the Certificate Authority. The 
collaboration set of services provides the access point to all the services provided by the Certificate 
Authority and required by other parts of the system.   
 
Position in the system architecture 
This sub-system is located in the non-real time part of the system, in the SecurE-Justice 
Collaboration server. 
 
Type of module 
In order to successfully carry out that role, it is necessary for SecurE-Justice to communicate and 
exchange data with the external systems components that are built for specific services, e.g. like 
Certificate Authority for issuing the certificates.  
 
Validation of the certificate  
The validation is performed through the collaboration platform Web service that exposes the 
specific functionality. Internally, the collaboration platform communicates with the CA through a 
secure channel (isolated form the outside networks) through HTTP or via remote call. 
 
Main security functionalities 
The Certificate Authority is contacted to generate certificates and verify certificates validity and 
revocation information. The CA secures and establishes policies for issuing certificates to users. 
These certificates contain Public and Private Keys that are used later when digitally signing 
documents, e-mails and other material. By incorporating Certificate Authority functionalities (using 
EJBCA), allowing the CA to operate as part of a Public Key Infrastructure (PKI), i.e. we ensure that 
one user is getting the document from the right other user, as well as guarantee non-repudiation of 
the documents. 
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�  Time Stamp Authority Web Service 
 
Informative data 
The primary purpose of this component is to provide a Web Service interface to Cryptomathic Time 
Stamp Authority (CTSA). Secondary the interface can be sued to validate time stamp tokens. 
 
Position in the system architecture 
The module is located in the non-real time part of the system. The Web Service a placed in front of 
CTSA exposes a web service interface to CTSA services. 
 
Type of module 
The module is part of the time stamp authority architecture and it’s main purpose is to provide a 
new interface to CTSA. The Web Service module is not trusted. 
 
Main security functionalities 
The CTSA provides security critical functionality by issuing secure (digitally signed) time stamps 
that can be used as evidence at a later point in time. The main purpose of the Web Service is to 
provide applications access to CTSA.  
 
Security Design 
CTSA has been designed to meet a number of requirements with regard to security. The measures 
taken to meet these requirements are presented in the following. 
 
Hardware Security Modules 
CTSA is designed to manage its key for signing time stamps in a physically secured hardware 
module. The module is responsible for generating the time stamping key-pair, and for signing time 
stamp requests in such a way that the private key never occurs in clear outside the hardware security 
module. 
 
Access Control 
For each command sent from one of the CTSA administration clients to the CTSA server, there is a 
set of requirements that must be met before it can be executed. These requirements include the 
number of administrators that consent to the command, the role of the administrator, and the type of 
the administration client (secure or remote). 
In CTSA, the following administrator roles exist: 
 
The Security Officer, SO 
The Security Officers are responsible for the secure operation of CTSA. This involves initializing 
the system and maintaining the security related parts of it. Central maintenance tasks for SOs are 
the administration of certificates and policies and the creation and management of CTSA 
administrators. 
 
The Operator 
The Operators are responsible for the daily monitoring and maintenance of the system. They are 
only allowed to carry out a restricted number of operations from the administration clients such as 
viewing certificates and policies and modifying the trace log level.    
 
The Auditor 
The Auditors are responsible for managing the CTSA audit log. They are allowed to export and 
delete log entries and to generate new Audit Log MAC Keys. 
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The number of administrators consents a command issued from the administration client is the 
number of administrators who have inserted their smart card and entered their password into the 
administration client. 
 
Client Server Communication  
The communication between the CTSA clients and server is based on the TCP/IP protocol, which 
means that the clients can communicate with the server on any TCP/IP connected network. As, 
however, the TCP/IP protocol does not provide strong authentication, a user authentication protocol 
layer is employed in order to provide the server with user authenticity.  
 
User Authentication 
Whenever an administrator wishes to use a CTSA administration client, s/he must insert his/her user 
smart card into one of the connected smart card readers and enter the correct password for the smart 
card. As long as the smart card remains in the card reader, the administrator is consenting any 
commands sent from the client. This means that the client will use the smart card to authenticate 
any issued command. For commands requiring dual control, an additional administrator must insert 
his/her smart card into the second card reader and enter the correct password. As long as the second 
smart card remains in the reader, the commands sent from the client will be consented by the second 
administrator as well. This means that the client will use both smart cards to authenticate issued 
commands. The actual authentication is performed by adding the names of the consenting 
administrators to the command and having each administrator’s smart card calculate a MAC value 
on the command. The MAC value is sent as part of the command to the CTSA server. When the 
server receives the command, it can verify the MAC value calculated by each administrator’s smart 
card as the database contains all the MAC keys stored on the administrators’ smart cards. 
In order to avoid a re-transmission attack, where an old command has been recorded and re-sent to 
the CTSA server, a unique serial number is added to each command before it is authenticated. The 
unique serial number has two components: a major sequence number, which is unique for all 
connections between any client and the CTSA server for the lifetime of the system, and a minor 
sequence number that starts at zero when the client connects to the server and increments by one for 
each command sent to the server. When the server has verified the authenticity of a command, it 
verifies that the minor and major sequence numbers have the expected values. 
After verifying the authenticity of the administrator consenting the command, the CTSA server 
determines his role. This enables the server to determine whether the privileges required for this 
command are met.  
 
Audit Log 
CTSA keeps an audit log that contains information on all security-related events in the system, 
including all incoming timestamp requests and all issued timestamp tokens. 
 
Database Security 
The CTSA database password becomes available from the configuration data stored on the CTSA 
server. The CTSA server then connects to the database server using the database username and 
password. 
 
Keys 
Three types of cryptographic keys are involved in connection with the CTSA system: 

o the TSA keys: A TSA key is an RSA 1024-4096 key pair consisting of a public key used for 
verifying signatures on timestamps issued by CTSA, and a private key used for the actual 
timestamp signing; 
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o the audit log MAC key: The audit log MAC key is a 3DES key used by CTSA to 
authenticate the audit log; 

o the administrator MAC keys: The administrator keys are 3DES keys used by administrators 
in order to authenticate themselves to the system. Each administrator has one key stored on a 
smart card. 

 
 
Data exchange 
The primary purpose of the Web Service is to translate incoming XML data to RFC 3161 compliant 
message, send the data to CTSA and after receiving a response from CTSA, translate the ASN.1 
message to an XML message. 
For Time Stamp Validation messages, the Web Service does not communicate with CTSA.  
The next few pages contain the full description of the data formats that the Web Service 
understands. The description is complete and mainly intended for software components to be read, 
i.e. the software tool of Web Service client developers. 
 
 
�  Secure mobile web terminal 
  
Informative data 
The secure mobile web terminal module addresses the security issues carried by the mobility treats.  
Mobile devices can connect to the SecurE-Justice platform through heterogenic types of links. 
These links can be either wire or wireless; the module has been developed to provide the maximum 
flexibility in a transparent way from the data transport layer.  
The module implementation has its core on virtual private networks technology. This sets the 
minimum security level provided in all supported cases of the matrix of devices and links. 
In order to enhance the security levels guaranteed by the links providers, the module implements a 
L2TP-IPsec VPN, in this way the connection to the SecurE-Justice is done through an encrypted 
tunnel based on the IPsec protocol. 
Using this technology the module is scalable and it is possible to upsize the encryption algorithm 
(3DES, AES, Blowfish) with integrity check (MD5, SHA1) according with the performances 
offered by the specific device.  
  
 
The server component 
The server component of the module provides a VPN concentrator based on top of the opensource 
package OpenSWAN (http://www.openswan.org/). The OpenSWAN package is a fork of the 
FreeS/WAN project which has the goal to implement the Opportunistic Encryption (OE), which is 
the process of encrypting connections whenever they can be. Opportunistic Encryption, which is 
fully described in the RFC4322, uses the Internet Key Exchange (IKE) and IPsec protocols. The 
objective is to allow encryption for secure communication without any pre-arrangement specific to 
the pair of systems involved. DNS is used to distribute the public keys of each system involved. 
This is resistant to passive attacks. The use of DNS Security (DNSSEC) secures this system against 
active attackers as well. 
As a result, the administrative overhead is reduced from the square of the number of systems to a 
linear dependence, and it becomes possible to make secure communication the default even when 
the partner is not known in advance. Once opportunistic encryption is installed, it automatically 
recognizes other boxes using opportunistic encryption, without any further configuration by the 
network administrator.   
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Figure 13: The Secure mobile web terminal module detailed architecture. 
 
 
The clients’ components 
The module provides VPN clients specific for every device type of the supported list. The supported 
clients are powered by these operating systems: 

o Notebooks; 
o Microsoft Windows 2000; 
o Microsoft Windows XP Professional; 
o Linux; 
o Apple MacOs systems; 
o TabletPC; 
o Microsoft Windows XP Tablet Edition 2003; 
o Linux; 
o Smartphones and handheld devices; 
o Microsoft Windows Mobile 5.0 based devices and Windows Mobile 2003 for Pocket PC ; 
o Linux. 

 
 
On Microsoft Windows systems certificates can only be used for authenticating computers, not 
users. This means that the certificate of the user has to be imported as a 'local computer certificate' 
(requires Administrator privileges). The result is that the certificate is shared by all users on the 
client machine (if there is only one user this should not be a problem of course). You can use 
different usernames and PAP/CHAP passwords to distinguish the users on a client, but passwords 
provide weaker security than user certificates.  
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Clients for devices with relatively little processing power such as Pocket PC and Palm can use 
Aggressive Mode in order to rely on PSKs with dynamic IP addresses. This was done because IPsec 
RSA encryption is much slower than symmetric key encryption However the more power of the 
actual mobile devices makes this option useless so the Secure-Justice mobile module use IPsec 
certificates. 
 
 

4.2 REAL TIME SECURITY MODULES 
 
 
�  Secure H.323 based videoconferencing terminal 
 
Informative data 
The purpose of this module is to act as the endpoint of a secure videoconferencing system. 
 
Position in the system architecture 
This module is located in the real time part of the system, client side of the videoconferencing 
subsystem (see red circle in Figure 14) 
 

 
 Figure 14: Position of the secure videoconferencing terminal in the overall system architecture. 

 
 
Type of module 
The module is part of the videoconferencing terminal. The security part of the videoconferencing 
terminal is only related to ensuring mutual authentication between terminal and MCU and to ensure 
a strong level of confidentiality to the media flow. 
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Interfaces and message exchange 
The videoconferencing (see below figure) terminal is a standard H.323 endpoint with RTP based 
media transport. The only differences introduced by the security module extension are the SSL 
based transport for the signalling messages and the SRTP based encryption for the media transfer. 
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The terminal works only in point to point mode, without gatekeeper registration ad is specifically 
designed to be called by a security enabled MCU. The message exchange for setting up the session 
is straightforward: 

1. The calling party (e.g. the MCU) opens a SSL session with the terminal 
2. The SSL based session setup happens before the first H.225 Setup message is being sent by 

the MCU 
3. Just after the successful setup of the SSL session (the called and calling users both have the 

possibility to accept the certificate or reject it), the MCU sends out to the terminal a single 
message containing the session key for the SRTP media flow. 

4. The H.323 session setup continues as specified in the standard, but must strictly work in 
H.245 tunnelling mode, the client does not work in the case of separated H.245 and H.225 
connections. 

5. For the media exchange a standard SRTP media flow is generated using the key specified by 
the MCU. The SRTP messages are encrypted with the AES in counter mode encryption 
algorithm and authenticated using a HMAC-SHA1 authentication tag. No MKI trailer is 
inserted. 
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Main security functionalities are: 
o Protection of signalling session with SSL 
o Mutual authentication of MCU and terminal using digital signatures through the SSL 

session setup 
o Protection of the media traffic using the SRTP protocol with AES based encryption 

 
 

The message exchange is very simple: 
1. The Calling party contacts the called party on the standard H.323 port using SSL; 
2. A regular SSL handshake with mutual authentication happens (the user is required to accept 

or refuse the certificate); 
3. If successful, the caller sends to the called the SRTP master key and master salt; 
4. If successful, the subsequent media flow (audio and video) and control flow (RTCP) are 

encrypted using SRTP with AES in counter mode. 
 
The implemented module works both if called and if calling out, with the rule “who calls is who 
sends the SRTP key”. This rule has been decided taking into account that this terminal is designed 
to work in a point to multipoint environment, with the MCU as calling party. In such an 
environment, for performance reason, the MCU may choose to use the same key for each 
participant to a conference or a different one.  
 
 
Data exchange 
This module is standalone, every data exchange happens in the terminal memory, the only data 
exchange happens between the PC and the WebCam through a USB interface, which is considered 
to be safe because of physical security assumptions.  
 
 
�  Secure H.323 based MCU 
 
Informative data 
This module is an implementation of MCU functionality for a secure videoconferencing. As a 
server side of the videoconferencing subsystem the module is one of the components from the real 
time part of the system. 
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Figure 15:  Position of the secure MCU in the overall system architecture. 
 
Type of module 
The module is part of the videoconferencing MCU. The security part of the videoconferencing 
MCU, in similar way with videoconferencing terminal, is only related to ensuring mutual 
authentication between MCU and terminal. 
The videoconferencing MCU consists of the MCU Component that is a complex independent 
system based on proprietary build hardware and software and the PC component (VCC) used for 
control and Administration. Maintaining standard H.323 protocol with RTP based media transport 
is only one set of functionality of the MCU. The only differences introduced by the security 
extension are the SSL based transport for the signalling messages and the SRTP based encryption 
for the media transfer. The implementation of security extension of MCU is completely complying 
with the message exchange between MCU and video terminal described in the “Secure H.323 based 
videoconferencing terminal” section of this document. Main security functionality is identical to the 
videoconferencing terminal as well with addition of third party (Collaboration Platform as CA) 
digital certificate verification. 
 
 
The message exchange is the same as was described earlier in videoconferencing terminal section: 

1. The MCU contacts the videoconferencing terminal on the standard H.323 port using 
SSL; 

2. A regular SSL handshake with mutual authentication takes place; 
3. If successful, the MCU sends to the terminal the SRTP master key and master salt; 
4. If successful, the subsequent media flow (audio and video) and control flow (RTCP) are 

encrypted using SRTP with AES in counter mode. 
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�  Secure SIP based video terminal with non repudiation support 
 
Informative data 
The purpose of this module is to act as the endpoint of a secure and non-repudiation 
videoconferencing system based on SIP (Session Initiation Protocol). 
 
Position in the system architecture 
This module is not integrated in the overall SecurE-Justice system architecture, apart from the need 
of interaction with the Time Stamping Authority for obtaining stamps for the messages. The 
demonstrator has been developed as a proof of concept to show the possibility of implementing a 
non repudiable real time video call and works only in a point-to point mode. 
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Figure 16: Position of the non-repudiation SIP based video terminal in the demonstrator architecture. 
  
Type of module 
The module is part of the SIP video terminal able to manage secure video calls with a compliant 
terminal. The security part of the video terminal is related to ensuring proxy authentication, mutual 
authentication between SIP based video terminals, strong level of confidentiality to the media flow 
using SRTP protocol, and non-repudiation of the media flow. 
 
Interfaces and message exchange 
The SIP based video terminal is a standard SIP endpoint, which supports authentication, TLS and 
with SRTP based media transport. The only differences introduced by the non-repudiation module 
extension are the proprietary transport of non-repudiation information in the media flow and the 
authentication of non-repudiation information with a cumulative SIP INFO message signed with the 
sender private key and time stamped by a Time Stamping Authority (TSA). 
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The terminal works only in point to point mode, with SIP proxy registration. The message exchange 
for setting up the session is straightforward: 

1. The calling and called parties open TLS session with the proxy and they register with the 
SIP Server in a security fashion; 

2. The calling party sends the SIP INVITE message to the proxy using the TLS session. 
INVITE message also transport MIKEY information used to build the SRTP Master Key 
with Diffie-Hellman Key Exchange method; 

3. The proxy server only forwards the INVITE message to the called party identified by the 
SIP URI using the existent TLS session; 

4. The called party sends back the 200OK message that contains the correspondent MIKEY 
information. This message is routed through the proxy in order to reuse TLS session; 

5. The secured SIP call setup concludes with the ACK message from caller party to called 
party always across the proxy; 

6. Both endpoints start to send media flows (Audio and Video) using SRTP protocol. Video 
and audio are enciphered and authenticated using the SRTP keys derived from the master 
key shared in the call setup with MIKEY protocol; 

7. Non-repudiation module adds specific non-repudiation information to SRTP packets; in the 
media receiver part, it stores SRTP packet and non-repudiation information in the non-
repudiation database; 

8. Non-repudiation module periodically sends cumulative non-repudiation information within a 
SIP message of INFO type. The SIP message is authenticated with the private key of the 
sender and time stamped by an external TSA; 

9. When Non-repudiation module in the receiver gets the SIP INFO message, it verifies all the 
SRTP packets previously stored in the database and marks the packets as non-repudiation 
packet only in case the authentication is correct; 

10. Non-repudiation module also notifies the user of the current non-repudiation state of the 
video call. The user could teardown the call when authentication errors appear, or just 
repeats the last part of the video communication. 

 
The non-repudiation module allows the users to retrieve the non-repudiation information from the 
database and verify the status when the call is terminated. 
 
Main security functionalities are: 

o Protection of signalling session with TLS; 
o Mutual authentication of terminals using digital signatures through the TLS session setup; 
o Protection of streaming session with SRTP; 
o Non-repudiation service on streaming session using digital signatures and certificates; non-

repudiation information are also time stamped by an external TSA. 
 
 
 
Data exchange 
This module is standalone, every data exchange happens in the terminal memory, the only data 
exchange happens between the PC and the WebCam through a USB interface, which is considered 
to be safe because of physical security assumptions. 
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5. PROTOTYPE MODULES INTERACTIONS. 
 
In order to give an overall picture of the integrated prototype in this section we provide the schema 
of interaction between the modules involved in main activities of SecurE-Justice system. 
In the following schema it’s possible to split an atomic action to all modules used to perform a 
operation in the system. 
 
 
 
 
 
 

5.1 CREATE TRIAL PROCESS 
 
 
This diagram shows how a Trial Process is created in collaboration platform. 
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5.2 CREATE HEARING PROCESS 
 
 
This diagram shows how a Hearing Process is created in collaboration platform. 
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5.3 SCHEDULE A VIDEOCONFERENCE 
 
 
This diagram shows how a Videoconference is scheduled in the collaboration platform calendar. 
 

 
This User Action  is performed by the Judge. 
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5.4 SET UP A VIDEOCONFERENCE 
 
 
This diagram shows how a scheduled Videoconference is set up. 
 

 
This User Action is performed by the Operator. 
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5.5 CLOSURE OF A HEARING PROCESS 
 
 
This diagram shows how a Hearing Process is closed. 
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5.6 CLOSURE OF A TRIAL PROCESS 
 
 
This diagram shows how a Trial Process is closed. 
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5.7 UPLOAD DOCUMENTS 
 
This diagram shows how documents are uploaded to collaboration platform after a security 
validation process. 
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6. DEMONSTRATION ACTIVITIES: WHAT & HOW. 
 
This section describes all details concerning what it will be done during the demonstration session, 
why this will be done and the manner that it will be used to do this (i.e. how). The main focus of 
this section indeed is to better specify the use cases of SecurE-Justice system in a real environment. 
 

6.1 OVERVIEW  
 
In this paragraph we provide an overall picture of main activities that will be done during the pilot 
demonstration in Italian site. The testing site is based at Napoli Court House, in particular for try 
out the Multi Videoconference features of SecurE-Justice project, and at two office of DNA in 
Roma and Napoli, in particular for try out the non repudiation characteristics of a Point to Point 
Videoconference between two sites. 
 
The End User, better illustrated in following Section 7 (§ 7.2), will have an important role during 
whole phase of project demonstration. 
 
It’s possible to divide the pilot activities, in order to test whole features of SecurE-Justice project, in 
two macro area below described: User Authentication and Foreseen Workflow for pilot. 
 

·  User Authentication 
 

o Biometry: this authentication method automates the recognition of a person based on 
her/his physiological characteristics. The following can be listed among the measured 
features: face, fingerprints, hand geometry, handwriting, iris, retinal, and voice. The 
method provides non-invasive, non-contact procedure; 

 
o Smartcard: confident, reliable and secure environment for executing the applications 

and/or storing the data. In the context of SecurE-Justice project, Java cards are utilised 
for storing the user certificates and the digital signatures; 

 
o Username & Password: standard login procedure, requiring from users to provide user 

name id and password. This particular process is additionally secured in SecurE-Justice 
platform using various techniques (e.g. HTTPS, client side certificates, etc.). 

 
 

·  Foreseen Workflow for pilot 
 

o Creating & Closing a Trial: use of collaboration platform to perform all activities in 
order to try out this specific features, see below Figure 17; 
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Figure 17: Create a Trial. 
 
o Creating & Closing a Hearing: use of collaboration platform to perform all activities in 

order to try out this specific features, see below Figure 18; 
 

 
 

Figure 18: Create a Hearing. 
 
o Loading  Documents: use of collaboration platform to perform all activities in order to 

try out this specific features; 
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o Setup a Videoconference: all activities involved in setup of a Multi Videoconference and 
a Point to Point Videoconference. 

 
The Multi Videoconference module has following characteristics: 
 

·  Complete management of Requests and Connections; 
·  Many simultaneous connections; 
·  MCU Hardware infrastructure. 

 
The main features of MCU Unit that will be used in Italian pilot are: 
 

·  Management of videoconference request using a secure protocol over IP; 
·  Management of videoconference booking; 
·  Complete setup of the videoconference and connections to “Video Stations” using a secure 

protocol over IP; 
·  MCU Small Version that can enable up to four simultaneous secure connections (hardware 

infrastructure used only for Italian demonstration pilot). 
 
 

 
 

Figure 19: Create a Video Meeting. 
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Figure 20: Setup and management a Video Meeting. 
 
 
 
 

 
 

Figure 21: Two scenarios of Videoconference Layout. 
 
 
The following Figure 22 shows how the demonstration pilot (i.e. Multi Videoconference) will be 
performed in Italian site and the involved structures. 
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Figure 22: Multi Videoconference Demo scenario. 
 
 

The Point to Point Videoconference module has following characteristics: 
 

·  Software terminal for secure videoconference; 
·  Developed with Open Source software tools (e.g.: Linux); 
·  Web Cam or Small Video Camera as video sources; 
·  It does not need dedicated hardware infrastructures. 

 
 
Functionalities supported by this module: 
 

·  Voice and Video traffic completely encoded using AES algorithm; 
·  Authentication based on digital certificates; 
·  Non Repudiation characteristics; 
·  Digital recording of whole video communication; 
·  Multimedia traffic digitally signed. 

 
 
The following Figure 23 shows how the demonstration pilot (i.e. Point to Point Videoconference) 
will be performed in Italian site and the involved structures. 
 

Napoli Court House  Alessandria prison 
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SecurE -Justice  
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Figure 23: Point to Point Videoconference Demo scenario. 
 

6.2 A TAXONOMY 
 
It’s possible to summarise some user scenarios regarding the trial phase in a taxonomy, as showed 
in the following in Table 4 (see also Figure 24). 
 
 
User Action System Functionalities Security requirement design 

UA1 - User login to 
the system 

First log in into the Collaboration 
Platform tool for pre-debate design.  
 

Secure connection with 
Collaboration Platform application 
server over SSL 
 
Identification using Biometry or 
smartcards from an internal 
terminal. 
 
Authorization to the services 
through RBAC 

UA2 - Set up the 
debate and create 
SecurE-Justice trial 
archive based on 
investigation data if 
available 

·  Get/Add trial identification from 
investigation phase 

·  Assign new Court identification 
number  

·  Define trial type  
·  Get/Add defendant data from 

investigation phase  
·  Add trial specific information 

(president, judges, lawyers, etc…) 
 
·  Acquire documents from 

Every action from inside the 
Collaboration Platform tool over 
HTTPs 
 
Notification to debate participants 
with e-mails. 

DNA 
Office in Roma 

DNA 
Office in Napoli 

Napoli Roma 

Roma Napoli 

  

internet 

security  
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investigation phase 
·  Schedule first hearing and define 

courtroom location 
·  Notify users based on their users 

profiles 
 

UA3 - Create SecurE-
Justice hearing data 

·  Define lawyers, witnesses, court 
experts  

·  Define location for remote 
connection and video 
conferencing 

·  Set hearing date 
·  Notify involved users regarding 

available information 
 

Everything is done from inside 
Collaboration Platform 
 
Notification for conference details 
sent to the conference manager with 
an e-mail. 

UA4 - Remote 
connection and video 
conferencing 
Use of 
videoconferencing/audi
o to communicate with 
authorized translators 

·  Login and user authentication on 
video station using smartcard and 
username/password 

·  Start video conferencing 
·  Register video conference data 
·  Convert recorded video into 

digital format compatible with 
video server 

·  Archive file on video server for 
streaming 

 

Conference manager: 
·  Logs into the VCC 

application with SSL and 
administrative account 

·  VCC checks rights as 
specified in Collaboration 
Platform 

·  Builds conference list 
taking users and video 
stations data from 
LDAP/SSL 

·  Instructs the MCU to call 
out participants 

·  After the conference logs 
into the recording video 
station, connects with 
Collaboration Platform and 
uploads the conference 
recording into the Judge 
shared space to allow him 
signing the document 

 
MCU: 

·  Calls out every remote 
video station 

·  Communication encrypted 
over SSL (signalling) and 
with SRTP/AES (media) 

 
Every conference participant: 

·  Waits for the video station 
to be called in 

·  Enters credentials or inserts 
smartcard 

·  Gets connected and 
authenticated with the 
MCU 

·  Secure video transfer can 
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begin 
 

UA5 - Complete 
hearing 

·  Add hearing report, transcription 
and other missing documents 

·  Approve and sign documents 
electronically 

·  Index and archive 
audio/video/text data 

·  Notify users for data availability 
for consultation 

·  Schedule next hearing and notify 
users 

 

Every action is done by the Judge 
or Clerk from inside the 
Collaboration Platform tool. 
 
 

UA6 - Close trial 

·  Final judgment with the 
production of the sentence and 
the motivations  

·  Document archiving 
·  Users notification 
·  Convert archive to read only with 

no possibility to make changes 
 

All the trial folder documents are 
archived into database. 
 
Set access rights to document 
repository to strict read-only 
(nobody, including the Judge itself 
will be able to change document 
once put into the trial proceedings) 

UA7 - Consultation 

·  Trial folder and hearing subfolder 
consultation based on access 
rights 

·  Document search 
·  Document consultation (hearing 

report, transcription, annexes, 
etc…) 

·  Secure document exchange 
·  Video consultation of 

videoconference file 

Particular user account with specific 
access rights must be created for 
every external user requesting 
access to proceedings. 
 
Access request to proceedings must 
follow the usual legal procedure.  
 
Video consultation can be done 
using standard video file readers as 
for any other document. 
 
 

 
Table 4: User scenarios. 
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Figure 24: Trial Phase: user scenarios. 
 
 
 
Moreover, in the following schema it’s described in what process a specific module is involved. 
 

·  Collaboration Area: 
o Collaboration tool. 
 

·  Security Area: 
o Biometry identification module; 
o Access and authorization module; 
o Non repudiation and data integrity. 

 
·  Communication Area: 

o Data exchange synchronous over IP. 
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6.3 WHAT & HOW  
 
In this subsection we better explain each row of previous presented taxonomy, focusing on the 
response of SecurE-Justice system due to a specific action. Each row of below table represents a 
step to complete successfully the considered User Action (UA). 
 
�  UA1 - User login to the system & UA2 - Set up the debate and create SecurE-Justice trial archive 

based on investigation data if available 
 
 
 
Create trial folder 

Actor Action System Response 
1. This use case begins when the court clerk logs 
into the system by providing his/her smart card or 
biometry identification. 

 

 2. Authenticates the user identity utilising the 
Security module.  
If the user is not authenticated, the system 
displays an error message and returns to step 1.  

 3. Displays the user interface with a menu that 
contains the list of the workgroups (WG) which 
the user is member of  

4. The court Clerk enters the Administration WG  
5. In the Administration WG Homepage, under 
the workflow service area, the court clerk selects 
the “Create Trial Case” task.   

 

 6. Displays the user interface with the trial 
information to be filled. The parameters to be 
specified are: 
·  The Trial Number, a string that identifies the 

trial within the court; 
·  The Trial Case Name 
·  The Prosecutor number, a string that 

identifies the trial for the investigation phase; 
·  The surname of the first accused; 
·  The description of the indictment, a string 

that describes the main indictment 
·  The place, a string; 
·  The trial creation date, a date/time; 
·  The type, a string; 
·  The President 
·  The judges that are involved in the trial. 

when the type is collegial; 
·  The public prosecutor; 
·  The list of the defendants. Using the link 

Add Defendants the court clerk selects and 
adds the defendants with the required 
information (name, surname, lawyers, etc.); 
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7. Fill in the form with the required information 
about the trial and press the CREATE button 
(Screenshot 1 and Screenshot 2). 

 

 8. The president of the trial will receive a 
notification message about the task to authorise 
the creation of the Trial Case. 

9. The president authorises the creation of the 
Trial Case (Screenshot 2) 

 

 10. Inserts the trial in the database: 
·  If the updating of the database is OK, the 

system notifies the law court members about 
the creation of the trial by e-mail.  

·  If the updating of the database failed because 
the trial already exists, the system displays 
an error message saying ‘Trial already 
exists’ and returns to 1. 

·  If the updating of the database failed because 
of problems with the database, the system 
displays a proper error message and returns 
to 5. 

 
 
 
 
 
 

 
 

Screenshot 1: Create trial folder 1. 
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Screenshot 2: Create trial folder 2. 
 
 
Load Documents from Investigation Phase 

Actor Action System Response 
1. This use case begins when the court clerk logs 
into the system by providing his smart card or 
biometry identification. 

 

 2. Authenticates the user identity utilising the 
Security module. If the user is not authenticated, 
the system displays an error message and returns 
to 1.  

 3. Displays the user interface with a menu, that 
contains the list of the workgroups which the 
user is member of 

4. The court clerk enters the Investigation Phase 
WG, that he/she is interested in 

 

5. The court clerk enters the Document Manager 
service 

 

 6. Displays the list of the documents that are 
available from the investigation phase. 

7. The court clerk selects the documents which 
he/she wants to download (possible multiple 
selection) 
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 8. The system packs all the documents in one 
archive and sends it to the user’s local file 
system 

9. The court clerk enters the Trial Case where 
he/she wants to upload the archive 

 

10. In the Trial Case Homepage, under the 
workflow section area the court clerk selects the 
“Upload Investigation Folder” task. 

 

11. The court clerk completes the corresponding 
form for uploading investigation documents 

 

 12. The president of the trial will receive a 
notification message about the task to authorise 
the selection. 

13. The president authorises the selection.  
 14. Inserts the new information in the database: 

·  If the updating of the database is OK, the 
system notifies by e-mail the law court 
members about the uploading of the 
documents. 

·  If the updating of the database failed because 
the trial already exists, the system displays 
an error message saying ‘Trial already 
exists’ and returns to 1. 

·  If the updating of the database failed because 
of problems with the database, the system 
displays an error message and returns to 5. 

 
 
 
 
 
�  UA3 - Create SecurE-Justice hearing data 
 

Actor Action System Response 
1. This use case begins when the court clerk logs 
into the system by providing his smart card or 
biometry identification. 

 

 2. Authenticates the user certificate utilising the 
Security module. If the user is not authenticated, 
the system displays an error message and returns 
to 1.  

 3. Displays the user interface with a menu, that 
contains the list of the workgroups which the 
user is member of  

4. The court clerk enters the desired Trial Case 
WG 

 

5. In the Trial Case WG Homepage, under the 
workflow section area the court clerk selects the 
“Create Hearing” task. 
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 6. Displays the user interface with the hearing 
information to be filled. The parameters to be 
specified are: 
·  The hearing date, a date/time;  
·  The place, a string; 
·  The court room, a string; 
·  The president of the trial, a list of judges 

registered with the one that was selected 
before; 

·  The first judge (if collegial type), a list of 
judges registered with the one that was 
selected before; 

·  The second judge (if collegial type), a list of 
judges registered with the one that was 
selected before; 

·  The public prosecutor, a list of prosecutors 
registered with the one selected before; 

·  The court clerk, a list of the clerks registered 
to select one; 

·  The list of the defendants; 
·  The witnesses, a list of names. 
 
The parameters can change from the trial to the 
first hearing, to the second hearing and so on. 

7. Fill in the form with the required information 
about the hearing and press the CREATE button 
(Screenshot 3). 

 

 8. The president of the trial will receive a task to 
authorise the creation of the hearing. 

9. The president authorises the creation of the 
hearing (Screenshot 4). 

 

 10. Inserts the hearing in the database:  
·  If the updating of the database is OK, It 

notifies by e-mail the law court members 
about the creation of the hearing.  

·  If the updating of the database failed because 
the hearing already exists, the system 
displays an error message saying ‘Trial 
already exists’ and returns to 5. 

·  If the updating of the database failed because 
of problems with the database the system 
displays an error message and returns to 5. 
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Screenshot 3: Preparing hearing details form. 
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Screenshot 4: Check the hearing details form. 
 
 
 
�  UA4 - Remote connection and video conferencing 
 
 

Actor Action System Response 
1. The conference manager enters the SecurE-
Justice Platform 

 

 2. Displays the user interface with a menu, that 
contains the list of the workgroups which the 
user is member of 

3. The user enters the desired Trial Case WG  
4. The user enters the calendar service and selects 
the “create meeting” option 

 

 5. Displays the user interface with the meetings 
information to be filled. The parameters to be 
specified are: 
·  Language 
·  Title 
·  Abstract 
·  Date  
·  Library Section 
·  Type of the meeting (e.g. Videoconference) 
·  Date/Time 
·  Location 
·  Users Involved 
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6. Fill in the form with the required information 
about the hearing and presses the CREATE 
button (Screenshot 5). 

 

 7. The SecurE-Justice platform sends 
notifications to the involved users that they are 
invited to participate to the meeting 

8. After the conference ends, the conference 
manager logs into the recording video station, 
connects with SecurE-Justice platform and 
uploads the conference recording into the 
Videoconference section in Document Manager.  

 

 9. Everything that is uploaded to this section 
requires the approval of the judge. 

 10. The president of the trial will receive a task 
to sign the conference record. 

11. The president signs the file.  
 12. Notifies the participants about the 

availability of the record. 
 
 
 
 

 
 

Screenshot 5: Creating meeting form. 
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�  UA5 - Complete hearing 
 
 
 
 
Upload document 

Actor Action System Response 
1. This use case begins when the authorised user 
logs into the system by providing his/her smart 
card. 

 

 2. Authenticates the user certificate utilising the 
Security module. 
If the user is not authenticated, the system 
displays an error message and returns to 1.  

 3. Displays the user interface with a menu, that 
contains the list of the workgroups which the 
user is member of 

4. The authorised user enters the desired Trial 
Case WG  

 

5. In the Trial Case WG Homepage, under the 
workflow section area the authorised user selects 
the “Upload document” task. 

 

 6. Displays a form with the required information 
about the documents: 
·  the title, a string;   
·  the author, a string; 
·  the person who presents it (defence, 

accusation, court clerk), a list of strings; 
·  the hearing section 
·  the type of document (hearing report, 

transcription, annex, other) 
·  the language, a string; 
·  the version, a number; 
·  the digital signature over the document; 
·  the password to protect the contents; 
·  the ranking (public, internal, limited); 
·  the abstract; 
·  the issue date; 
·  the status (draft, final, released). 

7. Fill in the form with the information of the 
document to be added and presses the SUBMIT 
button (Screenshot 6). 

 

 8. The president of the trial receives a 
notification message about the task to authorise 
the newly uploaded documents to the hearing 
section. 

9. The president authorises the adding of the 
document (Screenshot 7). 
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 10. Inserts the document and its characteristics 
in the database. 
·  If the updating of the database is OK, the 

information to index is sent to the 
Information Retrieval module that generates 
the archive indexes. If the indexing is OK, 
the system notifies the law court members by 
e-mail about the addition of the document to 
the hearing.  

·  If the updating of the database failed because 
of problems with the database the system 
displays an updating error message and 
returns to the step 7.  

 
 
 

 
 

Screenshot 6: Document upload form. 
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Screenshot 7: Check the uploaded document form. 
 
 
 
 
Close hearing 

Actor Action System Response 
1. This use case begins when the court clerk logs 
into the system by providing his/her certificate. 

 

 2. Authenticates the user certificate utilising the 
Security module. 
If the user is not authenticated, the system 
displays an error message and returns to 1.  

 3. Displays the user interface with a menu, with 
the WG that the court clerk has access to  

4. The court clerk enters the desired Trial Case 
WG 

 

5. In the Trial Case WG Homepage, under the 
workflow section area the court clerk selects the 
“Close Hearing” task. 

 

 6. Displays the hearings of the trial selected.  
7. Select the hearing to close.  
 8. Displays a form to insert the closure date 
9. Insert the closure date and presses the Close 
button. 
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 10. The president of the trial receives a task to 
authorise the closure of the hearing. 

11. The president authorises the closure of the 
hearing 

 

 12. Inserts the hearing information in the 
database. 
If the updating of the database is OK, the system 
notifies the law court members by e-mail about 
the closure of the hearing.  
If the updating of the database failed because of 
problems with the database the system displays 
an updating error message. 

 
 
 
�  UA6 - Close trial 
 

Actor Action System Response 
1. This use case begins when the court clerk logs 
into the system by providing his/her certificate. 

 

 2. Authenticates the user certificate utilising the 
Security module. 
If the user is not authenticated, the system 
displays an error message and returns to 1.  

 3. Displays the user interface with a menu, with 
the workgroups that the court clerk has access to 

4. The court clerk enters the desired Trial WG  

5. In the Trial WG Homepage, under the 
workflow section area the court clerk selects the 
“Close Trial” task. 

 

 6. Displays a form with the information about 
the trial. 

7. Insert the closure date and presses the Close 
button. 

 

 8. The president of the trial receives a task to 
authorise the closure of the trial. 

9. The president authorises the closure of the 
trial. 

 

 10. Updates the information about the closure of 
the trial in the database. 
If the updating of the database is OK, the system 
notifies by e-mail the law court members about 
the closure of the trial.  
If the updating of the database failed because of 
problems with the database the system displays 
an updating error message. 
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�  UA7 – Consultation 
 
 

Actor Action System Response 
1. This use case begins when the e-court user 
logs into the system providing own credentials. 

 

 2. Authenticates the user certificate utilising the 
Security module. 
If the user is not authenticated, the system 
displays an error message and returns to 1.  

 3. Displays the user interface with a menu, with 
the workgroups that the user has access to 

4. The user enters the desired Trial Case WG  
5. At the top right corner in the Trial Case WG 
Homepage, he/she selects the search option  

 

6. Selects the “Basic Search” option  
 7. Displays the basic search graphic interface. 
8. The user can formulate the query providing the 
information required by the system to execute the 
query. 
The user can use the history file to recall an old 
query and submit it again or modify it. 
When the user is satisfied with the formulation 
he/she presses the FIND button to execute the 
query. 

 

 9. The system syntactically verifies the query 
and: 
a. If the query is correct evaluates it and 

displays the list of retrieved documents; 
b. If the query is not correct the system notifies 

the user with an error message and displays 
again the basic search interface. 

10. The user can browse a document from the 
retrieved list. 

 

 11. The system executes the operation and:  
a. Display the document selected; 
b. If the user selects new query option, the flow 

goes to step 6. 
12. The user can save the query and its  
document list. 

 

 13. The system executes the saving of the query 
and the document list in the personal user history 
file and notifies the user. 
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7. DEMONSTRATION SITE: WHERE & WHO. 
 
This section describes all details concerning the site where will be installed the pilot and also the 
end user involved (i.e. who).  
 

7.1 WHERE 
 
�  Napoli Court House 
 
The Italian site for the demonstration of SecurE-Justice Synchronous Pilot is the Napoli Court 
House (see Figure 25). It is located in Napoli, Piazza E. De Nicola. The selection of this site was 
decided by the Italian Ministry of Justice taken into consideration the objectives that it needs to 
achieve from the demonstration, and that is to have a typical site with the infrastructures available 
in most courts to manager all kinds of trials and to be able to validate the system in managing not 
only small and medium, but also big trials. 
 
 

 
 

Figure 25: Napoli Court House photo. 
 
 
 

Courtroom physical layout. 
The Court room used for the demonstration of SecurE-Justice system is the Bunker Court. This 
Court Room is equipped with the infrastructures necessary to manage, not only small and medium 
trials, but also “maxi trials” or big trials with a lot of defendants. 
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Courtroom infrastructures. 
To guarantee all the functionalities of the SecurE-Justice system, the courtroom was equipped with 
the following infrastructure: 
 

• some microphones to capture the audio of the hearing phases; 
• one Audio Mixer; 
• some video cameras to capture the video of the hearing phases; 
• one Video Mixer. 

 
 
 
�  Alessandria/Novara prison 
 
In a dedicated room of the prison, the hardware needed for demonstrator pilot is a simple PC 
equipped with audio/video devices, called VideoStation. 
 
 
 
�  DNA office in Roma 
 
HD/SW infrastructures 
The hardware needed for demonstrator pilot is a simple PC equipped with audio/video devices, 
called VideoStation. The client software – installed on PC -  is the interface offered by the 
synchronous part to the end users. The client offers a common interface with all the functionalities 
presented in a simple way. The basic requirement of the client software is to allow audio and video 
communication, with a notification about the security level of the ongoing communication, and the 
ability to send text messages during the calls, with the same security level of the real time session. 
 
 
 
�  DNA office in Napoli 
 
HD/SW infrastructures 
The HD/SW infrastructures are the same of  the above described for the DNA office in Roma. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



SecurE-Justice IST-2002-507188                                                                                                     D13 - The SecurE-Justice Synchronous Pilot 

 

Page 66

   
 

7.2 WHO 
 
This subsection is aimed at showing the main role involved in the Italian pilot at  presenting their 
rights and their main activities in the trial phase. The selection of person that will hold the specific 
role during each demonstration will be decided by the Italian Ministry of Justice taken into 
consideration the objectives that it needs to achieve and the availability of person himself. 
 
Judge: conducts the trial, passes the judgment and sentence, acting as a third party. Judge is in 
charge of evidence gathering during trial and of supervising the recording of the proceeding. He 
must formulate a verdict and he has to write an opinion on it, if required.  
 
Prosecutor: during the trial phase the prosecutor represents one of the counterparts - that is the 
accuse - and its main task is to plead in Court and to challenge or to enforce the decisions of the 
judge.  
 
Court Clerk: supports the judge in hearings recording, he writes a record of what happens during the 
hearings and signs the records as well as the judge does. 
 
Lawyer: A lawyer is a person licensed by the state to advise clients in legal matters and represent 
them in courts of law and in other forms of dispute resolution. 
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8. CONCLUSIONS. 
 
In conclusion the SecurE-Justice system was developed according to the End User requirements and 
specifications identified at the beginning of the project. The demonstration pilot of the Italian site 
will be very important because the legal proceedings will be managed by the system. 
In particular the videoconference feature, both Multi Videoconference and Point to Point 
Videoconference, specifically asked to manger by Napoli Court House, will test the reliability of the 
system with a very important characteristic of SecurE-Justice. 
 


